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IN THE. INVESTIGATORY POWERS TRIBUNAL Case No. IPTAS10:CH

BETWEEN:

PRIVACY INTERNATIONAL

-und-

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS
(2) SECRETARY OF STATE FOR THE HOME DEPARTMENT
(3) GOVERNMENT COMMUNICATIONS HEADQUARTERS
(4) SECURITY SERVICFE
{(5) SECRET INTELLIGENCE SERVICE

Respondents

SKELETON ARGUMENT
ON BEHALF OF THE RESPONDENTS
On sharing of BPFD/BCD
for hearing on 5-10 March 2017

The issue

1. In its October 2016 judgment, and subsequent erder of 31 October 2016, the Tribunal
held that the BPD and BCD regimes were lawful under Article 3 ECHR from the dates of
their respective avowal, and unlawtul prios to thase dales. However, the Tribunal wished
w0 pive “further consideration...io the provisions for safeguards and limitations in the
event of transfer by the SlAs 1o other bodies, such as their forelgn partners and UK Law
Enforcement Agencies™ The remmning issue therefore concems transfer of BPD and
BCD by the SIAs to non-SIA thind partics, in particular “I/K low enforcement agencics.
commercial companics or foreign liaison partmers ™ (Claimant’s skeleton, §3(b)).

The law

2, Asthe Tribunal held at §37 of its judgment in LibernvPrivacy, in order for an interfersnce
o be “in accordance with ihe low™;

“{) there must nos be an unfeftered diseretion for execuiive action. There must
be controls on the arbirarivess of that action.

i) the narure of the rules must be clear and the ambit of them must be in the
public domain so far as possible, an “cdequate indication™ given {Malane v
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UK [1985] 7 EKRR 14 at paragraph 67, so that the existerice of interference
with provacy may in general terms be foresecable. ™

See also Byrov v Ruwsla’, an 578, quoted at 337 of Liberty/Privacy.

-

3 Asthe Tribunal also noted in Libernv/Privacy, in the ficld of national sesurity much less is
required to be put into the public domain and therefore the degree of foreseesbility must
be reduced, because otherwise the whole purpose of the sleps leken to protect national
secunity would be put at nsk (see §§38-40 and §137). See alsa n that respect, Malone v
. (at §367-68m), Leander v Sweden” at 5§51 and Esbester v UK, gueted at §538-39 of
Liberny/Privacy. Thus, s held by the Tribunal in the Britich feivh Rights Warch case® (a
decision which was expressly affiimed in the LibernPrivacy judgment at §87).
“foresecabillty Is only expected 1o a degree that Is reasonable in the circumstances, and
the circumsiances here are those of natlonal securify...” (§38)

;‘-

Thus, te natonal security context is highly mlevant to any assessment of what 1s
reasonable in terms of the clarity and precision of the law i question and the extent to
which the safeguards against abuse must be accessible to the public (see §§119-120 of the
Liberty/Privacy judgmert).

L

As to the procedures and safeguards which are applied, two peints are to be noted.

5 1. It is not necessary for the detailed procedures and condittons which are observed to
be incorporated in rules of substantive lew, That was made clear at §68 of Malone
and §78 of Hykov: and was reiterated by the Tribunal at $§118-122 of
LibertyPrivacy. Hence the reliance on the Code in Kennedy v United Kingdom® at
§156 and its anticipated approval in Liberty v United Kingdom® at 568 (sce §118 of
Liberty/Privacy and also Sifver v United Kingdom).

3.2. It 15 permissible for the Tnbunal to consider rules, requirements or ammangemenis
which are “below the watecline™ Le which are not publicly aceessible. In
Liberty/Privacy the Tribural concluded that it is “not mecessary that the precise
details of all of the safeguardy should be published, or contained in legislation,
delegated or otherwise™ (§122), in order to satisfy the “in sccordance with the law™
requirement; and that the Trbunal could permissibly consider the “befow the
waterfine” rules, requirements or arrangements when assessing the ECHR
compalibihity of the regime (see §450, 35, 118, 120 and 139 of Libern/Privacy). At
$129 of LiberyyvPrivacy \he Tribunal stated
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“Particilarly in the field of national secwrity, undisciosed administrative
arrangemenis, walch by definition can be changed by the Executive withowt
reference to Parliament, can be iaken into account, provided thal whot is
disclosed indicgies the scope of the discretion and the manner of its
exercise.. This is particulariy se where.

i The Code...itself refers to a number of arrangements pot contained in
the Code...
il There is a system of eversight, which the ECHR has approved, which

ersures that such arrangemen!s are Aepl under constant review ™

5.3, Those conclusions were reached in the context of the 5.8(4) RIPA interception
regime, They are equally applicable to the 5.94 and BPD regimes to which published
Handling Arrangements and “below the waterline™ amangements apply and where
there is similar oversight by the Intelligence Services Commissioner and the
Interception of Communications Commissioner.

6. In the context of inlerception, the ECtHR has developed a set of mimmum safeguards in
opder to averd obuses of power. These are referred 1o as “the Feber requirements’. Al
595 of Weber', the ECtHR stated:

“In iis cave-law on secrel measures of surveillanee, the Court hay developed
the follawing minimum safeguerds that showld be set out in stalute law in
order to avoid abuses of pawer: (1} the noture of the effences which may give
rise to an interception order; (2) a definltion of the categories of peaple liable
to have their telephones tapped: (3) a limit on the duration of telephone
tapping. (4} the procedure to be followed for examining, using and storing the
data obrained, (5} the precautions to be token when communicating the dota
to other parties, and (6) the circumstances in which recordings may or must
be erased or the tepes destroped.” {(numbened items added for convenlence,
sag £33 of LibernnPrivacy)

(And see also Valensuela Contreras v Spain'” at §59)

7. Howewer it is imporiant to recognise what underpins the Weber requirements, as
highlighted at §119 of the LiberfyPrivacy judgment. In particuler, $106 of Wekber slates
as follows:

“The Court reiterates that when belancing the inferest of the respondent Stafe
fn profecting ifs national security through secrer surveillance measures
against the seriousness of the inferference with an applicant's right to respect
for kit or her private life, it kas consistently recognised that the national

¥ (2008) 44 FHRR SFS,
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authorities enjoy a fairly wide margin of appreciation in choosing the means
Jor achieving the legitimate alm of protecting natlonal secarily (see, inter
afia, Kiass and Others, cited above, p. 13, § 49, Leander, cited abave, p 23, §
50, and Malore, cited abave, pp. 36-37, § 81) Neverthelexs, in view of the
risk that a system of secret surveillance for the protection of national
securify may undermine or even desiroy democracy under the cloak of
defending if, the Court must be satisfied that there exist adequate and
effective guaraniees against abuse (see Klaxs and Others, cited above, pp. 23-
24, 5§ 49-50; Leander, cied above, p. 25, § 69; Camerzind v. Switzerland,
Judgment af 16 December 1997, Reports 1997-VII, pp. 2893-94, § 43, and
Lambert, cited above, p. 2240, § 31). This assessment depends on_all the
ircumstan g i '

poxvible meavures, ] # i, ir_orderi] rifiex

compefent (o authorive, carry oo d ¥ refre fh ard the & il

remedy provided by the national law (see Klass and Others, cilted above, pn.
23-24, § 30" (emphasis added)

8 The Tribunal in Liberty/Privacy placed considerable reliance on oversight mechanisms in
reaching their conclusion that the intelligencs sharing regime and the 5.8(4) RIPA regime
were Article 8 compliant. In particuler:

81

The role of the Commissioner and “his clearly independent and fully implemented
powers af oversight and supervision™ have been long recognised by the ECtHR, as is
evident from Kennedy at §557-74, 166, 168-169 (sec LibernyPrivacy st §§91-92),
This is a very important genera! saleguard againdtl abuse In Liberty'Privacy the
Tribunal relied, in particular, on his duty to keep under review the adeguacy of the
arrangements required by statute and by the Code, together with his duty to meke a
report o the Prime Minister if at any time it appeared to him thet the arrangements
were inadequate.

. The advantages of the Tribunal as an oversight mechanism were emphasised at §§45-

46 of Liberty/Privacy, including the “very distingd advamiapes” over bath the
Commissioner and the ISC for the reasons given at §46 of the judgment.

- In additicn the 1SC was descnibed as “robustly independent and now fortified by the

provisions of the JSA" (see §121 of Liberty'Privacy) and therefore constituted
another important plank in the oversight arrangements.

. Consequently there is a need to lock at all the circumstances of the case and the

central question under Art, 8(2) is whether there are: * _odeguote arrangements in
Place to ensure compliance with the statutory framework and the Convention and fo
give the individual edequaie proteciion against arbirary Interference, which are
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sufficlently accessible, bearing in mind the requirements of national security and that
they are subject 1o oversight™ (ses §125 of the Liberny/Privacy judgment)

Sharing of B

There are considerable limits on the Respondents® ability to address in OPEN the matters
which are relevant to the restrictions which might be placed in refation 10 sharing of BFD
or BCD with LEAs and forcign panners il it were to occur, CLOSED evidence has been
filed, of which some has been disclosed into OPEN. See:

9.1. GCHQ's OPEN statement of 9 February 2017

9.2. Security Service’s OPEN Sutement of 10 February 2017; and

9.3. 515's Amended OPEN Statement of 3 March 2017,

The SLAs can neither conlirm nor deny whether they have agreed to share or n fact have
shared or do share BPD or BCD with either foreign liaison or LEA: see GCHQ's
statement of 9.2.17, §7; Sy5's statement of 10.2.17, §§8-10; S15°s statement of 8.2 17,

559 and 1 1. The matters set out at §52 of the Claimant’s skelcton argument in reliancs on
glleged “Snowden documents™ are also neither confimed nor denisd.

. The Respondents do, however, assert that it would be lawful to share with foreign

parmers and LEAS, and set out in the Annex to this skeleton the safeguards and policies
which would apply were they to do so.

. In summary, mn relaben to BPD:

12.1. Any sharing of BPD must be authorised in advance by a senior individual
within the sharing Agency: see Joint SIA BPD Policy of February 2015 (Annex, §28)

12.2. The relevant necesaty and preportionality tests for onward disclosure under
the SSA or ISA would have o be met: Joint SIA, BPD Policy of February 2015
(Annex, §28) Cross-51A OPEN BPD Handling Arrangements, §§5.2, 6.1 (Annex,
529), as would the statutory safeguards under the 85A, 18A, CTA, HRA, DPA and
OSA (Annex, §§3-27)

123, Guidance on the meaning of “necessity” and “preportionality™ is given: Cross-
SIA OPEN BPD Handling Arrengements, §§6.2, 6.3(Annex, §29)

124. Any data shared with other organisations weuld be shared con the basis that o
must not be shared beyond the recipiznt organisation unless explicitly agreed in
advance, er approved threugh the Action-on process. Action-on i a process which is
used by each of the SLAs. (Annex, §31), seo Joint SIA BI'D Pelicy (Annex, $28).
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12.5 Before disclosing BPD, as pant of the consideration of proporticnality, staff
must “consider whetfer other, lesy inrusive meshods con be used lo achieve the
desired omtcome ™ Cross-S1A OPEN BPD Handling Armangements, §5.2, and abo
563 (Annex A, £29),

12.5. Sensitive BPDs, or fields within 2 BPD containing sensitive data, must be
protected :f 12 1s not judged to be necessary or propertionate 1o share them: Joint SIA
BPD Policy (Annex, §26)

12.7 Before disclosing any BPD, staff must tzke ressonable steps to ensure the
misnded recipment “has and will meintaln  satisfeciory arrangements  for
safeguarding the confidemtiality of the dara” and also ensuring that it is “securely
kandled™ or have received satisfactory assurances from the intended recipient with
respect 10 such ameagements Cross-SIA OPEN BPD Handling Amangements, §6.4
(Annex, 829)

12.8. Dzialed policies exist which govern consideration of whether or not to share
BPD; obtzining adequate assurances from potentisl recipients of BPD; and
monitering compliance with those assurances. These would includs:

12.8 1. Carryving out due diligence, including inta-

12,8 1.1. The natwre and extent of any handling errangements for BPD wathin
the recipient partner organisation, in particular in relation to access,
examination, storage snd onward disclosure of BPDVinfommation denived
from BPD;

12.8.1.2.  The law of the particular jurisdiction of the recipieny;

12.8.1.3  Existing knowledge of the partner's capabilities, intent and practice,
end history of compliance,

12.8.1.4. The necessity of sharing, including to meet the relevant statwory
purpose of the sharing Agency;

12.8.1.5  The recipient’s storage svstems,

12.8.2 Oblziming assurances to ensure that the panner complies with equivalem
standards as would 2pply to the Agency's own stalT ard procedures;

12.8.3. Refusing to share BPD in the absence of satisfactory due diligence or
assurances:



i,

12.8.4. Monitoring those assurances, including both by the Action-on process but also
by conducting regular meetings, visits and discussions with any partners who
might be in receipt of BPDs.

{See Annex, §§50-53)

The precise pature of the policies in place varies across the agencies (S¢c Annex,
§§37-10, 45-16 and 50-63). However, those policiss and praciices do nol exist in
isolation; the policy/pracuce of one agency would be taken inie account by others o.g.
by the Security Service who m addition to applying their own policy would “fijake
infe accownt the approach iaken by any other SIds who may have shared budk date
and have regard o any profecolsunderstandings that the other agencies muay buve
wedfollowed " (Annex, §46(a)), end by GCHQ (Annex, §39(d)).

12,9, Disclosure of the whole or 2 subset of a BPD is subject to internal
authorisation procedurss i addition to those which apply o an item of data, An
application must be mads to a senior manager designeted for the purpose, This must
describe the BPD intended 10 be disclosed, sct out the operational and legal
justification for the proposed disclosure, and whether any caveals or restrictions
should be applicd to the proposed disclosure. This is so the senior manager can then
consider the relevant factor with operational, legal and policy advice teXen as
appropriate. Sce Cross-SIA OPEN BPD Handling Arrangements, §6.7 (Annex, §29),

(210 In diffizult cases, the relevant Intelligence Service may seek guidence or 2
decision from the Secretary of State. Cross-SIA OPEN BPD Handling Arrangements,
§6.7 (Annex, §29).

12.11 “Wider legul, political and operational risks would alse have to be
considered, as appropriaie . Joint S1IA BPD Policy (Annex, §28)

12.12. The disclosure of a BPD (as in the case of ils zequisiton or relention) is
subject 10 scrutiny in each Intelligence Service by an internal Review Panel, whose
functions inclede “fe ensire that...any disclosure is properiy justiffied": Cooss-S1A
OPEN BPD Handling Amangements, §8.1 (Annex, §30).

I3. The Agency-specilic Handling Asrrangemenis, 2nd refevanl authorisation forms, reflect
the requirements of the overarching Cross-51A OPEN BPD Handling Armangements. Sec:

13.1. The GCHQ BPD Handling Amangsments and its Bulk Personal Data
Acquisition Retention (BPDAR): Annex, §535 and 36,

13.2. The Seccurty Scrvice’s BPD Guidance of March 2015, its BPD Handling
Armangements of November 2015 and its Form for Sharing® Annex, §§42-44.



13.3. 315's Bulk Dala Acquisiton, Lxploitation and Reztention policy from 2009
anwards and the SIS BPD Handling Armangements of November 2015 Annex, §547-
a0

As for BCD

14 1. Disclesure of an entire BCD or a subset of a BCD outside the Intelligence
Service may only be authorised by a Senior Official, equivalent to a member of the
Senior Civil Service, or the Secretary of State. see the Cross-S1A BCD Handling
Armanpements, §4.4 | (Annex, §64).

14.2. The relevant necessity and proportionality tests for onward disclosure under

the 554 or [5A would have to bs met: Cross-SIA BCD Handling Arrangements,

§54 4.1-4.4.2 (Annex, §64) as would the statutory safeguards vrder the SSA, ISA,

CTA, HRA, DPA and OSA (Annex, §53-27)

143, Guidance on the meaning of “mecessity”™ and “proportionality™ is given
Cress-51A OFEN BCD Handling Amangements, §54.4.3-24.4.4 (Annex, §64)

144, Any data shared with other organisations would be shared on the basis that it
must nat be shared beyond the recipient organisation unless explicitly agreed in
advance, or approved through the Acticn-on process. Action-on is a process which is
used by cach of the SLAs. {(Annex, §65),

4.5, Before disclosing BCD, es part of the consideration of preportionality, swaff
must “cotsider whether there is a reasonabie alfernanive thal will siill meet the
proposed obfeciive — de. which imvolves less intrusion.” Cross-S14 OPEN BCD
Handling Arrangements, $4.4.4 (Annex, $64).

4.6 Before disclesing any BCD, staff must take reasonable steps to ensure the
intended recipient “har amd will maintain  sansfactory arrampements  for
safeguarding the confidentiality of the data” and also ensuning that it is “securely
handled" or have received sausfactory assurances from the intended recipient with
respect 1o such ermangzments Cross-S[A OPEN BCD Hardling Amrangements, §4.4.5
(Annex, §64)

14 7. Aguin, es with BPD, there are policy requirements in place requiring.

14.7.1. That recipients secord the material a level of protection equivalent to the
S1As" own safeguards (in the case of GCHQ these are the safeguards applicable
hy RIPA to all aperational data even if it was not obtained under RIPA powers):

14.7.2. Special care must be taken to cnsure that the acquisition, snalysis, retention
und dissemination of any legally privileged or confidentinl journalistic material
i5 necessary and proportionate, Such data may even be removed
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Agam, the policies in place varies across the sgencies (Sec Annex, §§59-72 and75-
76). Again, however, the policy/practice of one agency would be taken inle sccount
into account by another in addition to applying their own policy (Annex, §76{2))

15. Again, the Agency-specific Handling Amangem:nts refiect the requirements of the
overarching Cross-51A OPEN BCD Handling Amangements. Sc¢-

15.1. The GCHQ BCD Handhng Amrangements of November 201 %: Annex, 568;
152, The Secuniy Scrvice's BCD Handling Amangements of November 2015:
Annex, $74.

16.In light of the above, the Clmiman's submission that “there are nmo publivhed
arrangements governing the safeguards fo be applied when considering sharing of data
with foreign inteiligence services or other UK low enforcement agencies " (Clumant's
skeleton, §64) is wrong. Furthermore, the Respondents submit that the published
arrangements set out sbove, and in detail in Annex A, satisfy the requirement in Weber ot
§106 that “rhere exim adequate ond effective guarantees againgt abuse™ wnd:in
LibernyPrivacy at §125 that there arc ¥ .adequate arrangements in place 1o ensure
complianee with the statwory framework and the Corvention and to give the individual
adequare profection against arbitrary interference, which are sufficiently accessible,
bearing in mind the requirements of notional security and that they are subject to
aversight "

(=3

17. The Clamant also asserts that therz 15 no Commissioner oversight over sharing of

BCTWVBPD (Claimant's skeleton, §65). The Intelliperce Services Commissioner and

Interception of Communications Comnmussioner have oversight and access to all GCHQ,

- Secunty Service and SIS matenszl mn relation to BPD/BCD governance (as applicable),

E in¢luding that relating to sharing, were it to oscur. The Tribunal has upheld the adeguacy
of the Commissioners’ oversight throughout (et least) the post-avowal periad.”” See alsor

17.1. BPD. The Intelligence Scrvices Commissioner Additional Review Functions
(Bulk Personal Datesets) Direction 2015, pursuant to which the Paime Minster,
pursuant o his power under 5.3%(a) of RIPA, directed the Intelhigence Services
Commissioner o “continue to keep under review the acquisition, use, referiion and
disclosure by the [SIAs] of bufk personci dafaxets, ay well as the adequacy of
safepvards opaingd mivuse © and to “assure Aimself that the acguirition, use,
revension and disclosure of bulk persoral datasets does mof occur except in
accordence with” the relevent szctions of the S5A 1989 and 1SA 1994 and 10 “seek
to assure Rhimself of the adequacy of the [SIAs'} handling arrangements and their
compiiance therewith. " (emphasis added) (see Annex, §33)

' Siace 2010 in the case of BPED and siocs Jaly 2016 in the case of DI'D {Ocober 2016 judgment, §E0-82)
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19,

112, BCD the Interception of Communications Commissioner has oversight aver
all aspects of disclosurs of BCD (secc Annex, §33)

The Claimants’ submissions in this regard are simply unsustainable. There plamly 15
Commissioner oversight over sharing/disclosure of BPDVBCD It s 2 further venry
imporiant general snfeguend pgainst abuse,

Industry partners

GCHQ shares BPD/BCD with industry pariners for the pumpase of developing its systems.
lts safeguards are explain=d at §51 of the Annex, The Secunty Service and SIS neither
confirm nor deny whether they share bulk data with industry partners Were they to do so.
the policies which apply to disclosure of BPDVBCD genzrally would apply.

EU law

. The Claimant repeats (zt skeleten $866-67) its submission that BCD may not be

wansferred out of the EU, and that in relation to some of the data that may be held in
BPDs, the safeguerds identified in Warsen must be adopted. The Respondents have
already responded to those submissions at Section E of their skeleton argument on EU
law and propartienality, and do nat repeat their pasition,

JAMES EADIE QC
ANDREY O'CONNOR QC
ROBERT FPALMER

RICITARD O'BRIEN

3 March 2017
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Deuhle-underlining within exiracts indicgies wisiing,

5 a srdx

1) The regime in respect of Bulx Personzl Datasets (“BI'D™) and Dulk Communications Dalaseis
(BCD) whizh is relevast to shasing by the [Inklligence Services with  forcign
lialson L EAsfindustry partners principally derives from the following statutes,

a) the Security Services Act 1989 (“the §5A”) and the Intelligence Services Act 1994 [Mthe
]S‘-l' n}:

b} the Counter-Temorism Act 2008 (Mthe CTA™)
¢) the Huren Rights Act 1998 (“the HRA™);
d) the Date Protecltion Act 1998 ("the DPA™}, and
ey the Official Secrets Act |98 (“the O5A™).

2) There are alio important oversight mechanisms in the regime provided by the Interceplion of
Communicetions Commissioner, the Intclligence Services Commissioner, the Intelligence end
Security Comminee and the Tribunel These mechanisms have already been comsidered and

approved by the Tribunal in its October 2016 judgment. However, the Commissioner’s role in
relation mo diszlosuredsharing of BPDVBCD is addressed below.

The 55A and ISA

Security Service functions

3} By =1{2) to (4] of the Security Service Act 1989 ("SSA7), the finctions of the Secwsity Service

zre the followang:



“the profection of naliona tecuriny and, in particular. its protecsion againgt threats from
esplanage, lerrorism and sabetage, from the odivities of agenis af farelgn powers and from
actiong infended (o overthrow or underming parliameniary demecracy by political, industrial
or viefen! megns ©

“to sofeguard the econamie well-being of the United Kinpdem againn threcty pored by the
actions or imtentions of persons outside the British Isignds, ™

“io gzt In support of the activities of polize forces, the National Crime Agency and ather low
enfarcement agencles in the prevention and detection of serlous crime, ™

£) The Securiry Service's operations are under the control of & Director-General who is appointed by b1y
the Secretary of State (s.2{1)). By 5.2(2¥a) it is the Director-General®s duty (o ensure:

*..0hat there are arrangemonds for secwring that no information is obicined Ey the Servce
except sa for as necessary for the proper discharge of is fimericns or disclosed by it except 5o
JSar as necessary for that purpase or for the purpare of the prevention or defection af serious
crime ar for the purpose af any crimingl proceedings, .. "

SIS functions

5) Bys.l(l)efthe ISA, the functions of 515 zre;
“faj 1o obfaln and provide information relating to the aetions or intentions of persone cutide th,,.r
the Orivish Iolaeds, and x

th) to perform atker tatks relating to the acticrs or intentlons of such persons "

&) By 5.1(2) those fusclivm are ‘exerciradle only~

“fay in the Inferests of national secirlty, wiih particudar reference 10 the defonce and forelgn
podices of Her Mafessy s Government in the United Kingdom, or

(&) in the inferdsts of the economic well-being of the United Kingdom, or



{e) In support af the preveniion or deleclion of serious crime. ™

7) 815's operations are under the cantrel of & Chicf, wha is appoint=d by *he Secresary of State
{5.2{1}). The Chizf of SIS has a duty under 5.2(2)2) of the (SA 10 enswe:

o that there cre crrangemenis for secueing that no Information &5 obtoined By the
Intellizence Service except 10 far as necessary for the proper discharge of ity funetions and
that po informaricn ls dfsclased By it except 10 fur as necessary-

{1} for that prrpore:

{i0) in the inferests of marional secarity

{18y for the purpaze af the prevention or detection of sericus crime, or

"

(i) for the purpase of any erimingl proceedings:.,

GO functions

8) By s. 3(1¥a) of the 1SA, the functions of GCHE include the following:

=]

" fo moritcr or interfire with electromagneiie, acomtic and cther emissions and any
equipment producing such emivtions ard fo obtain ared provide information derived from or
related 19 such emizsions or eqnipment and from encripted marerial "

9 By 5. 3(2) of the 15A, these functions are only exercisablz:
“fa) in the interests of nationc! security, with perticular reference o the defence and
foreigm policies of Her Majesty s Government in the United Kingdom, or

by in the interests of the economic well-being of the United Kingdem in relation fo the
actions er intentions of persons cuteide the Rritich frlands, or

fe}  insupport of the preventlon or detection of serious crime ™



10) GCHQ's operations are unde: the control of a Direcor, who is sppoinizd by the Secretary of Sz
(£ &1)). By s. 4(2%2), it is the duty of the Director to ensure

that ihere are arrangements for securing that ng igformativn Is chasimed by GOHQ
exeepl 16 far at necessary for the proper duckarge of its functicns ard et ng Inforeation
fr disclosed by It except so far as necessary for that purpose or for ihe purpose of any

eriminagl proceedings . ™

1) Tre funciions of each of the Inzelligenies Services, omd the porpeses for which those funciions
may properiy be exerzised, are thus prescribed by statute [n addition, the duty-conferring
provisions in section 2{2%a) of the SSA and sections 2(2)(2) and H2)(n} of the [SA, otherwise

known as “the informanion paleway provisiens ', plaes specific situtory limats on the information
that each of the [atalligence Services can obtain and disclose Thess statutory limits apply to the
obtalning and disclosing of information from or to other persons both in the United Kingdom and
axroad.
Counter-Terrorism Act 2008
12) By «.19%1) of the Counter-Terrorlsm Act 2008 (“CTA"™) "4 person may diszlose informeation lo
any of the intellipence services for the purposes of the excrcise by that servied of any of 15
Simetluas
13) By 5. 19(2) of the CTA" o

“Information obfained By any of the infelligence services in commacrion with the exercite of
any of its fimctions may be used by that service in connection with the exercise of any of i3
ather fanctions ™

14) By s.19(3) 10 (5} of the CTA, fnformation obtained by the Intelligence Services for the purposes
of anv of thelr functions may:

2) In the cate of the Seswrity Seriice “be disclesed by &t — fap for the propore of the proper
diveharge of its furctions, () for the purpose of the prevention or detectivn of sericus crime,
ar (e} for the prrpase of any crimingd proceedings. ™ (5.19(3))

4
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b) In the case of 8515 “be disclosed &y it — (g} for the purpuse of the proper discharge of lis
Sfunctions, (b) in the inferests of naticnal security, ) for the purpase of ‘e prevemtion or
detection of serlows crime, or () for the purpose of any criminal procecdings * (5.19(4))

c) Inthe case of GCHQ “be disolased by i1 - (ai for the purpaie of the proper divcharge of ity
Jumctions, or (3) for the purpase of any criminai proceeafngs ™ (8, 15(3))

15) By s.19{0) any disclosuze under .19 “dces nof breaci =

fai ary eblipatisn of confidence ewed By the person making the disclesure, or
(&) any acher restriction on the disclosurs of information (kawever imposed)

16} rurthermone:

a) 519 do=s not affect the dutiss impasad by the information gatewsy provisions (%1% 7) and
5.20{1) ol the CTA)

b) by 5.2002) ol the CTA, nothing in 5.19 “suikorfses o disclonure thas-

fa) consravenes the Data Protection Aet 998 (e 27) or

o) I prohibited &y Pary } ef the Regulations of mvestigatory Powers Act 2000
fe.dd)

17) Thus, specific maniory limits are impesed on the information that the Intellipence Services can
obtain, and en the information that it can disclose under the CTA.

The HRA

1%) Art. 8 of the ECHR s a “Convention right™ for the purposss of the HRA: s. 1(1) of the HRA. Art.
8, ==t out in Seh. | fo the HEA, provides as Tollows

“f1) Everyone hat the right to respect for kis private and family lfe, hic home and his
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f2} There shall be na inferference by 6 pudlic authorizy with the exercive of this right exceps

such as iz in occordance with the law and &s necessory n @ demoorasic society in the

intevesrs of naclonal securiy, public safety or the cconamic well-being of the cowntry, for the

prevent of disorder or crime, for the protection of realth and morals, or for the protecion of
the righes and freedorss of etfera ™

19) By s 6(1)

“It ir wdowfid for o public autherity fo @t In a way which &t Imcempatible with a
Comention right™

20) Eazh of the Intcliigence Serviess is a public acthority for this purpose, Thus, when undsraking
zny zctivity sl interferss with Art. 8 rights, the Respondents must {(among osher things) 2zt
proportionately and in accerdance with law  In terms of BPDVBCD-related activity, the HRA
epplics a2 every atags of the process Le authorselion/scquisition, usefascess, disclasure, rztention
ared d=letion.

2138 1) ofthe HRA provides in relevant part:
“A persen wha clalms thar a publiz asthaority has acted for propases to 2-1) in a way which
i mads wleraful by section &(1) may—

fa) drimg proceedings agalnst the axaharity wnder this Acr In the appropriote count or
ribunal

The DPA

22) Each of the Intelligence Services is a data coztroller (as defined in 5. 1(1) of the DPA) 122 relation
1 zll the persenal dats that it helds, “Personal deta™ is defined in 5.1(1) of the DPA as follows.

“deta which relate fo a llving individial whe con be identificd-
i from thase dara: or

il from those dala and other information whizk is in the porsession of, or is ltkely to comr
into the postession of the data cortrotler, and Includes any expression of opinicn cbowr the
Indlvidual and any indication of the intentisns of the data comtroller or uny vther perscn in

fh
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regoect of the indhidual =

23) Insofar a3 the oblaining of an item of information by any of the Intelligence Services amounts 1o

mn interference with Art. 8 rights, thet ftem of izformetion will in general anount to personal data,

24) Consacuerly as 2 data controlles, the Respondents are in general required by 5. 4(4) of the DPA
to comply with the data protection principles in Part 1 of Sch. 1 % the DPA. That obligation is
subject to xx. 271} and 28(1) of the DPA, which exempl personal data from (emong cthes things)
the detn protection principles if the exemption “is required for the purpose of sgfeguarding
national iecurin®. By £ 2R(2) of the DPA, a Minister may certify that exemption from the data
protection principles is so required. Copies of the ministerial cenificates for cach of the
Inzelligense Services are aveilehle on request. Thoss certificates certify that personal daca that are
processed mn performance of the Intelligence Services’ funclions are eaemp! from the first, second
end cighth dats profection prnciples {and are also exempt in part from the sixth data profection
principle). Thus the certificates do pol exempt the Intelligence Services from their obligetion to

comply with the fifth and seventh data profectien principles, which provide

5 Personal data processed’ for any purpose or purposes shall not be kept for lenger than
ly neceasary for [hal furpose or [Rose purpotes. ..

T Approprinse technicel and organisazionad mearures shall be taken against unguthorined
or wlawiful processing of personal daia and egolrst aceidental loss or desiruction of, or
damags to, personal data ™

25) Accordingly, when the Respondents obtein any information which amounts 10 personal data, they

zre obliged.

g} nottokeep that Jata for lonper than Is necessary having regard to the purposes for which they
have been obtainad and are being retzined / used, and

b) o tak: eppropiate technizal and orgenisational measures to guard agzinst unauthosised or

' The term “processing™ is broadly defirad in 5. 1(1) of the DPA to inclede (among other things), obtaining,
rocording and using.

* The conteat of tue ckligztion imposed by the seventh data protzction principhe s further elaborated in §§9-12
af Pare 1 of Sch. 1 o the DPA.



unlawful proceasing of the data in question and agaat accidental loss of the data in question.

The Q%A

26) A member of the Inkelligence Services commils sn affence if “withow fowfid authority ke
dirclares any infrmation, document or otfuer article relating 19 securily or intelllgence which is
cr kar been in Ris possession by virtee of kis pasition ar a member of uny of thase senvices™ 3.
(1) of the OSA. A disclosure is made with lawful zuthority if, and onlv if, it is made in
pxcordance with the member’s official duty (5. (1) of the OSA). Thus, a disclosurs of
information by & member of zny of the Respondents that is ey in breach of the relevant
“arrangements” (Under £ 4(2)(z} of the [SA) will amount to a cruzinal offence. Convictinn mey
lzad 10 an imprisonment for a term not exceeding two vears andfor a fins (5. 10(1) of the OSA).

27) Further, a member of the Intelligenze Services commits an offence {f he fails 1o take such care, 1o
prevens the unautherised disclosure of any documen! o other erticle relating to security or
intelligenze which s in his posssssion by virtue of his position as a member of any of those
services, &8 & person in his positon may reasonably be expected to take See 5. 5{1) of the OSA,
as read with 5. I{1) Coawviction mey lead to an imprisonment for & term not axcesding three
months and’or a fine (3. 1002) of the OSA).

2B) The Jaint SIA BPD Pelicy, which came into forcs in February 2015 sets out agreed policy for
each of GCHQ, the Security Servize and SIS for sharing BPD [SIS statement, 3.3.17].

“D. Sharing

All three Agencies hove a common inlerest in acquiring and interrogasng BPD. As =
panciple, all three Agencies will sock to acquire once and use meny times, on the grouads of
business elfectiveress and efMiclency. The following policy statements apply 1o the Agencize:

When shating RPD the supplying Agency must be satisfied that it is necessary and
proportionate 10 shere the data with the other Apency/Agencies: and the recelving
Agency/Agencies must be satisfied that it 1 necewsary and proportionate to acquire the data in
question. A log of data sharing will be meaintained by each agency;



The shasing of BPD must be suthorised in advance by a senior individual within ezch
Agency, and no action to share may be taken without such authonsation,

Agencies must protect sensitive datasess (or certain fields within 3 dataset) when sharing, if
the risk or intrusion in doung so is nof judped (o be necessary or proportionats;

BPD must not be shared with pon-51A thicd parties without prior agreement from the
scquiring Agency:

29) The OPEN DPD Hendling Armangemens wihich ceme into force in November 2015 [2/B/183-193]
addrass disclosure of BPD a2 §55.2, 6,157 and B 1:

“5.2 In relation to information in bulk personal datesets held, cach intelligence Service is
obliged 10 pul in place the following additional measures

~ Before accessing or disclosing information, individuals must also consider whether doing so
would be proportionate (as escribed in paragraphs 4.4 above and 6.3 below), For insiance,
they must consider whether other, less Intrusive methods can be used to achieve the desired
outcome;” [2/H/188)

“5.0 Procedures and Safegoards foe Dusclosure of Bulk Personal Datosets outsids the relevant
Intelligense Service

6.1 Information in bulk personal detese's held by an Intelligence Service may oaly be

disclosed 10 persons outside the relevant Service if the follewing conditions are mel.

a  that the chiective of the diszlosure falls witkin the Service's statutory fumctions or s for
the additional limited purposes set out in sections 2{2)a) and 4(2)z) of the [SA 1994 end
section 2(2K2) of the S5A 1989;

s that iL is accessary 10 disclose the information in question in order to achieve that
objective;

»  that the disclosure Is proportionate to the abjective;

« that enlv @3 much of the information will be disglosed as is necessary to achieve that
cbjectve

When will disclarure be necessary?
6.2 In order 10 meet the ‘oecesaily' requircemen: in relstion to disclosure, siafl must be

salisfisd that disclosure of the bulk personzl dataset is ‘really nesded' for the purpose of
discharging a stanutory function of that [ntelligence Service.



The disclosure most aho be “proporiforste™

6.3 The disclosurs of the bulk personal datsset must also be proportionate to the puwposs
guestion. In arder ‘0 meet the “propertionality” requirement, saff must be satisfied that the
lzvel of interference with the individual®s rght to privazy Is justified by the benzfit to the
discharge of the Intelligznce Service’s statvtory functions which s expeciad as a result of
disclosing the data and the imporiance of the obyective 10 be achieved, StafT must consider
whether there {3 a reasoncble alternative that well still mest the propased abjective - Le which
involves less intrusion For example, this could mezn disclosure of individual pleces of data
or of 2 subset of daia rather than of the whole bulk personal detaset,

6.4 Before disclosing eny bulk personal data, staff must fake reasonzhle steps 1o ensure tha
the infended racipient orfganisation has end wall mairtain satisfactory amangemeznts for
safeguarding (e conlfidentiality of the data and ensuring that iz Is securely handled, or tha
they have received salisfaciory assurances from the intendsd recipient organisation with
respoct to such amangpements.

6.5 Thase conditions must be mel for all dsclosure, including between the Intelligance
Services.

6.6 These conditions for diselosure apply ecually to the diszlosure of an enlire bulk personal
dataset, 2 subset of the dataset, or an individual piece of data from the dataset.

6.7 Disclosure of the whole (or a subset) of a bulk personal dataset is subject to internal
sutherisation procedures a1 addition o thosz that asply to en flem of data, The authorsation
process requires an application 1o a senfor manager designated for the purpase, describing the
dataset it is proposed to disciose (in wholz or in pan) and setting out the operational and Jegal
justification for the proposad disclosure along with the other informaton specified in
parsarash 47, and whother any caveats or restrictions should be applisd to the proposed
disclasure, This i so thal the sezior manecer cas then consider the factors in paragraph 6.1,
with operstional, legal and policy advice taken as appropriate. In difflcult cases, the relevant
Intclligenze Service may seek guidance o 2 dacision from the Secretary of State.” [MH/190-
191]

30} In addinos

“8.1 The scquisition, retention and disclosure of a bulk personal dataset is subject to scrutiny
in each Intelligence Services by an internal Review Pazel, whose function is to ensure that
each bulk personal dataset has been properly acquired, that any disclosure is properly
Justified, that ils retention remeins necessary for the proper discharie of the relevant Service's
stamtany functions, and s proportionate to achieving that abjective.” [2/B/191-192]

Action On Process

31) Any data shared with ather arganisations would be shared on the basis that it must not be shared
bevond the recipient orgarisation unless explicitly agrzed in advance. o approved through the

Aclion-on proczss Action-en is a process which is used by cazh of the STAs.

1H



Commissioner oversight

32) By the Intelligence Services Commissioner Additional Review Functions (Bulk Personal
Duatesets) Direction 2015, the Prime Minister, pursuant 1o Ris power under 5.5%(a) of RIPA.
directed the [ntelligence Services Commissioner 1o "conflnae lo &ecp wmder review the
acquitition, use, refention and disclosure Ey the |S1As] of bulk personal dataress, ar well as the
adequacy of safeguards againgt miruse U and 0 asswee Aleself that the sogulslion, we,
refenticn and disclosure of bulk personal dataretr does not octur excd in occordance with  the
celevant sections of the S5A 1989 end 1SA 1552 and to ‘reek to atsure imself of the adequacy of
the [Si4s ] handiing arrangements and their complianee therewite, ™ (empharis added)

33) The Intelligence Services Commissioncr has oversight and access 1o all $1A material in relation o
BPDVBLCD compliznce, Inzluding that relating 1o sharing. For the aveldance of doubt, that would
extend to any activaly of the SIA. were i tn takce place, relating to 3PDs, including sharing with
partners or glving partners remole access,

Breaches of safeguards

34) In the cvent that any of the SIAs" policies and safepuands in respect of sharing BPD were
becached, the relevant Agency would repost any such brzach ‘o the Intelligence Services
Commissicner; invesligate the beeach, consider whether it remained lawill or epproprinte to
continue to share, if end 10 the extznt that env Agency siaff had commutted the breach in question,
consideration would be given 13 distiplinay preceedings.

GCHO

15) Section 9 of the GCHQ APD Handling Amangements which came into force in Novemnber 2015
[3/110-119] addresses dis¢losure of BPD ot sectron & [1/115-116]*

"% Dixlosurs

9.1 Where the resulis of bulk personal data analysis are disclosed 10 pariner or customer
organisations, this must be done via stindad peporing mechanisms, which ensure release of
GCHOQ intelligence In a scoure, aczountatle, legally compliant manner.

9.2 If disclosure of 2 bulk personal dacaset, or a substantial pant of it, 10 2 partnzr organisation
is contemplated, whether e GCHQ's or the parmer’s initistive, the procedures below must be
followed:



[REDACTED]

2.4 Other organisatio=s
94.1 For anv okesr orgenizabon, whether mnother UK parminer or a forsips sgereee the

dataser’s Requester or Endorser will submit & mquest for suthorisation 1o disclose, by means
of the dziaset's BPD form. Again, such requests will be considered by refpvens GOHQ senlor
-':ﬂkm' fe g

9.5 All requests for authorisation to disclose must provide a perpucive jueaifization for the
proposed disclosure, in terms of

- i1 necestity and propartionalizy, and

= the intzlligence o other opemtional benelit thar i expected o acerue o GUHD 2nd the UK
from the discloscre

2.6 The Authonser will consider

= the content of the detesel: the sature of the perso=al informartion it contains, its inTusiveness
and sensitiviey,

~ the nature and extent of the corporate sk the disclosure would entail,

- the necessity and proportionality of the disslosure, Including whether it s genuwely
negesszry and proportionate to cisclose the whnle datas=t, ur whether a subset will meet the
nesd;

- whether any caveats or restrictions should be applied; end

- the recelving organisation’s armangements for safequasding, wsing end deleting the data -
GCHEG will seek additicnal reassurances from the receiving organfsation In this regand, It the
Authoriser deems it necessary,”™

36) The form referred 10 at £§9.4.1 of the GCHOQ BPD Handling Armangements s GCHOQ's Bulk
Personal Data Acquisition Retention (RPDAR) form [3/41-587], which, inrer alia

a) Requires the necessity and proportionality case for sharing BPD to be szt out “if & i
proposed fo share some or all of fthe] dataset with an external arponisarion piher than that
wiich provided the data lo GCHQ in ihe first place ™ [N50]; and

b) Reguires identification aof whether the BPD contains any sensirive personal dats, and I sn
what kind [3/43],

3T) GCHQ eperaes on the basis that operational data of any sort may only be shared i it is nocessary
for one of GCHOQYs statwtory functions, and, as far as GCHOY's intelligence gathering function is
concerned, in line with onz afthe three purposes for wkich that function can be exercised. This is
sel oul in GCHQYs Compliance Guide. All sharing is subject to compliance with all relevant lzgal
safeguands, and there is a requirement that recipicrts must accord the material a level of
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protection equivalent o GCHOQ's own safeguards, ‘Ihie msessment of whether a pertner’s
safeguards meet this standard is & matter for the Mission Pelicy team. in parinemship with
depanmentzl kegal advisors and other specialist teams as zpproprizte As a mafter of policy
GCHQ opplics the safeguards required by RIPA to 2] operatiozal dele even if was not ebtained
under RIPA powers, =o this is the slandard tha!l must be mel. Sharmg » else sublect 10 policy
approval by an zppropriacely $¢uor member of the Mission Policy tzam, unless an explicit
delegation of gpproval authority has been made. Policy approval may be subject 1o appropriate

filtering or senitisation of the data being applied to protect sensitive material or equities,

38) The Compliance Guide makes elzar that, In Jiaz with the RIPA Interception of Communizations
Codz of Practice, panticular coasideration should be given in ases where confidential information
{(which ingludes, imter alia, material that is lezally privileged, and confidential joumalstic
information) is Involved. Special care must be taken to ensure that the acquisition, nalysis,
retention and dissermmation of such material {s necessary and proportionate, Thus covers any
sharing of such data with partners. Any sharing of DPD in whole or in part (s subject to formal
approvil by Deputy Dircctor Mission Policy who will teke into accourt the potential for such data
10 contain confideatial informatien end ensure that this is remeved from the data 10 the extent
possible (e.g. by the removal of particulas fields from datasers) and will sequire the 2pplication of
additional or mose stringent safeguards where appropriate,

39) Were GCHQ to share BPD with foreign lizison or LEAs, then it would.

a) Follew the principles and appreazh set ot in thelr respective Handling Armangements asd

policy/guidance.
b) Teke into sccount the nature of the BPD that was due to be disclosed.

¢) Take inlo account the nature/remit of the body 1o wluch they were considening disclosing the
BPFD.

d) Take in‘a account the appeoach taken by any olher SIAs who may have shared bulk deta and
have regard to any protocols/understanding that the other agencies may have usedffellowed.

g) Depending on the individaal cireumstance, sock assurances that the 3PD in question woull

be hasdled in accordance with RIPA safeguerds i.c. that jt would be disclosed, copicd,
distribuled and resained only 10 the minimum exlent necessery for the purposes of RIPA {ia

13



the interests of Nadonal Security, for the purpose of preventing or detecting Serious Caume, or
for the purpose of safeguarding the econamic well-being of the UK,

40) In addizion, were GCHOQ 1o give laison partners and'or law enforcement agenciss remote access
o fun queries 1o BPD, it would epply safcguards whizh would put partmer analysis on the same
basis 25 GCHOQ amalysis. In particular, GCHQ would.

1) Require anslyss to have completed all relevant traimng (Incleding legalitiss traning), be
assessed as having suffizlent analvsls skills, and to have all pecessary nationality and szcurity

glearances,

B) Reguire ell queries o be azeompanisd by secossity and propestionality statements which
would be subject 1o andit by GCROQ; At

¢) Require znalyes lo comply with GCHQ s Compliance Guide and otker BPD policies and
safeguzrds concerning eccess, relention and wse (25 s¢t 0ut In the Cross-SIA end GCHQ BPD
Handling Arrangements),

d) Comply with the safepuards regarding the teatment of LPP and journalistic material
addressad in the required tralining and the Compllance Guide.

41) GCHQ may share operatienal data with industry parmers for the purpose of developing and
testing new systems. Actual operational data would only be shared for such purpos=s if it were not .
possible to use standardised corpuses of non-operationsl data, Any sharing would be of the g
minimum volume of daza necessary to develop or test the system. In all cases the data would be
the least intrusive data that can serve the purposs. For this reason any data known or believed 10
contain confidential mformation would net be wsed: similar data thar does not contaln such
material would bz used instead Wherever possiblc data shered with indusiry parzers will be held
ox GCHQ premises, where most systems developmen: tzkes place, failing that the data must be
held on secure and accredited corporate premises in the UK All sharing of data with industry is
recarded on a Raw Data Releass Request form which must be completed by a member of GCHQ
who is sponsoring the sctivities of the industry parter. This form (which is wed for certain other
forms of data sharing which do net involve BPD) requires the sponsor to describe the purpose of
the sharing and the detuls of the data they wish to release, If the data is 10 leave GCHOQ premisss
they must specily where it is 10 go. and how it will bs transferred. The fomm raquires the sponsar
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to detail the neme, organisation and jeb title of the individual who will take respoansibility for the
dats oa receipt, how many people at the recipient ozganisation will have aicess, for how long the
data wall be retzined and what will b2 dong with it once the projoct [s compleied. These requests
gre assessed within the Mission Policy wam and may be eszalsted up to the Deputy Director
Mission Pelicy where appropriate. Misslon Policy will assess each proposal to ensure that the
sharirg is beth necessary and proportionats, and may require moditication of the request 1 there
are concerns aboul proportionainy,

Securdty Service
£2) The MIS BPD guidance of March 2015 addressed shariag/disclosure of DPD as follows [1/40]:

“Shanng Bulk Personal Data

The sharing of BPD s carefully mansged 1o ensure that disclosure only takes place when it is
justified an the basis of the relevant starutory disclosure gateway. The decision to share &
BPD outside the Secunty Service rests with @ senfor MIS ofzial on behalf of DSIRO,

Sharine withi b

To the extent the SIA all have 2 common inleres! in 2cquiring information for national
scourity purposes, il may be lawful for MLS 1o share BPD with 515 or GCHQ. Within the S1A,
the relevant gaseways for these purposes are (i) section 2(2)(a) as Jar es gisglosups by the
Securlty Service 13 concemed, and (i2) sections 2(2)(a) and 4(2)(a) respeatively of Intelligence
Servicss Act 5o far ax acquisiziop by SIS end GCHQ are concerned.

In reletion to sach dataset, there are two sides %0 the imformation transaction, wherehy both
the disclosing and receiving sgency have o be satisfied as 1o the necessity and propeniicnality
of sharing a particular dataset. MIS nesd to esablish In cach case that both (5) diszlosure by
the Sccurity Servies under section 2(2)a) is necessary for the proper discharge ofthe Securily
Service's statutory functon of protecting netional security, and also (il) that acquisition by
SIS end GCHQ I3 necessary for their respective stzlutory functions in respect of national
socurity under sections 2(2)a) and 4(2¥a) respectively of 1SA.

In circumstances where GCHOQ or SIS ldentifies & requirement, they should discuss their
requirements with the relevent MIS data sponsor. If the requesting agency and the MIS data
sponsor belizve there iz 2 husiness case to shars the dala a formal request must be madz W
MI5 via grelevert form [REDACTION] The relevant datz sponsor s then responsible for
submitting the relpugns form.

The relevant form
Ihe releiant ooz outlines the business case submitted by Do requesting Agency, detailing

the data requested, the necessity and propoctionzlity case for disclosure of that data and the
proposed daia handling srranpements. Thiz must be approved by the relevant data sponsoring
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fenlor MY official before being submitted to fhe refevans tpgm who will consult g lepal
@iiizer on the Jegelity of disciosure and the relevant tochmical feasibilioy

d_senfor MIS official will confinn the strengh of the business case for sharing dats is
sufficient, and any security, ethical and repulztional risks have heen adeguately considered
[REDACTION]

Once fhe refevient form i approved by g yenior LIS offi=iaf, arrangements will be made for
the datz to be shered with the relevant Agency using suitably accredited network foe
electromue trensfer, Where elestroniz transfer s ool passibls, Fh}'j[ﬂf sransfer must he
conducted in accordanse with palicy.”

“Shoring outside the SIA

MI5 arither confirms. nor denies the existence of specific BPD holdings 1o erganizations
ovtside the SIA or a limited number of individuals within OSCT. Therefore ony request 1o
share BPD with an orgamasehien other than GCHOQ or SIS should reiterats this position a3 the
requesior shazld spproach the provider themszlves, Allemats 10 ascernain MIS BPD holdings
by non-SIA orgenisations sxould be reported 1o g refeyant fegm.

In the event that a formal request is made to MI3 for BPD to be shared, the same legal
disclosurz tests would need to be applicd 2s when shanng with 8PD) pantners. The regeestor
would also require & legal gatewny w0 asquire the data, which the Secunty Service would need
10 be satisfled met the text of necessity and preportionslity, All enquiries theuld be directed o

K ridewp 1 R

43) The Szcurity Service Hendling Arrangements which zame into force In November 2015 [1/101-
113) address disclosune outside the SIA in section 6 [1/109-110).

5.0 Disclosure

6.1 The disclosure of BPD is carefully managed 1o ensure thas it only takes place when it :s
justified on the basis of the relevant statutory disclosure gateway, The decision to share a
BPD cuside the Security Service rests with a goepior MIS r/f-fol "

“6.2.1..Informetion in BPL) held by MIS can enly be disclosed 10 persens ouiside the Service

if the following conditions are met:

& it the objeclive of the disclosurs f2lls within MI5"s statuiory functions or is for the
additzonal limited purposes set oul in sections 2{2Xa) and S{2){a) of the 1SA 1994 znd
section 2(2){a) of the SSA 1989;

*  that it Is necassary 0 disclose the information in question in order to achieve that
oljective;

*  that the disclosure is propersionate 1o the objective;

s that enly as much of the information will be Jisclosed as 19 necessary to achieve that
objective,

{:]



622 In order to mest the *necessity” requirement o relation to disglosurz, stall most be
satisfied that discloswre of the BPD is ‘really neaded® for the purpose of discharging a
datuiory function of MIS SuafT must consider whether theze 15 a reasenzhle altemative it
will still meet the proposed objective = Le. which involves less intrusion. For example, this
could mean disclosure of individual pleces of data or of a subset of Sata rather than of the
whaole bulk personal data,

6.2.3 The disclosuse of the BPD must also b2 proportionate to the purpese n guestion. In
ocder to meet the ‘propoctionzliny’ reguirement, s munt be satisfied that the level of
interference with the individual’s right to privacy is justified by the banefit to the Sischarge of
MIS's statetory functions which is expeeted as a resull of disclosing the dala and the
importznce of the ohjective to be schieved.

6.24 These conditions must de met for all disclosuse, including between the Intelligence
Services. They epply equally to the diszlosure of an sntire BPD, a subset of the dataset, oran
individual pisce of data from the datasst,

6.2.5 [Msclosure of the whole {or a subset) of a bulk personal dataset s subject to prior
inter=al aushosisation proccduses in addition to the requirements in 8.2.1-6.2.3 ebove, Where
these requiremenss are met, the BPD is formally requested by "h:. requestng Agency from
MIS through an egreed disclosure procedure using the refevant Srm. The relevant data
sponsor [s then respansible for submining Phe rélovgns form that will seek authorisation within
MIS.

6.2.6 The pelevan form outlines the business case submitted by the requesting Agency,
detsiling the dxta requasted, the necessity end proportionality case for disclosure of that data
end the proposed data handling arrangements. Disclosuse of the whole BPD (or subset
thereaf) is only permitied once such suthorisation has been given under this process, Once the
acthorisation has been given, armanpements will be made for the data to be disclesed to the
relevanl acquiring Agescy.”

“f3 Dlsclosure to lialion services
6.3.1 [REDACTION]

6.3.2 There are however some circumsiances, such a3 a presuing opesational requirement,
where disclosure 1o a Seiton service |[REDACTION] may be necessery and proporiionale in
the inlerests of national security. In this event, the szme legel disclosure tests would need to
be epplicd as when disclosing to SIA partners, and phe relevgmi forpp would have to be
completed. MI$ would need 1o be satufied that disclosure 10 the relevant liefson service met
the dual tests of necessity and proportionality. All enquiries should be directed 10 (he datg
prrngnee tegny. Pnor to disclosure, stafl must (1) take reasonable steps to ensure that the
liabon partine: has and will maintain satisfactory arrangemenls for salegueréing the
confidentiality of the data (including with regard t0 s0urce protection and the prelection of the
privacy of the individuals in the BPD) end ensuring that it {8 securely handled, o (b) have
received sztisfactory assurances from the lalson parmer with respect 10 such amangements.”™



44) The “relevant form™ referred 1o at £§5.2.5, 6.2.6 and A.3.2 of (he Security Service BPD Handling
Arrangements is the “Form for Shaing™ [1/59-93] It coztuns, Deter afia, peovition for:

2) Censidering whether the BPD contamns scnsitive personel data, including but not restricted 1o

jeurnalistic and lepally privileged maverial [1/90]

b} Accexs reitrictions the “arrangements agreed fo erwre material v hondled securely ond
what azcess conral will he applied™ must be stzted [1/90)

e} Agreed ¢aveats in relation to the kandling of the maserial must al4o be se out [1790)

d) The “Business Justifieation & Privacy Assessmenl™ requires the sizlulory purpose and 2
neccasity and proponionalily asszsmenl (0 be set out [1/90-91], 2nd approved by a sealor
MIS oicial

) The tecknical feasibility of disclosure must b2 approved by the relevant techaical team |1/92]

f} Legal approval for disclosure must also be given by a legal adviser [1/92)

g) Final approvel must zlso be given by DSIRO or designated person [1/92-93)

Security Service Policy on thasing 3PD with foreign linisonLEAvindustrv pastners

45) Were the Sacurity Servics 1o share BPD with forcign lizisen or LEAs, then it would only shaze if
saniy fed that:

a) Such sharing was for one of the Security Service's statutory purposes, or one of the limited
additional purposes set out in 5.2{2)(3) ol the Secunly Service Act 1989,

bY Tt is necessary to disclose the informatson in question in onder (o achieve that objective;
€} That the disclosuze would be propontionats o the objective;

d} That only as much of the information will be disclosed as is necessary 1o achieve that
objective,
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e) As set out &t §5.3.1 of the Security Service BPD Handling Arrangerments, the Security Service
would also (g) take reasonsble steps 10 ensure that the huaison partner has and will maintain
sahisfaciory mrangements for safeguarding the confidentialily of the data {Includ’ng with regard fo

souree protection and the protsction of the privacy of the ladividuals in the BPD) end creuring

that it iz securely handlad, or (b) have recelved satisfactory assurances from the lisison partner

with respect to such arengements.

46) When deciding whether or not to share with forsign parmers, LEAs, or industry partners, and
whether or not to impose conditions ox sharing, and I so what condidons, the Securlty Senvics

wiotld also:

)

b}

)

d)

Teke inwo account the gpproach taken by any other 51As who may have shared bulk dat and
have regard to any protocolsunderstandings that the other agenciss mzy have wad/fallowed
(see, for instance, §537-11 zbave in respect of GCHQ end ££47-63 below in respect of 515),

Take tnto sccourt the naturefremit of the body to which we the Security Service was
considering disclosing the BPD;

Take into accoust ke nature of the BI'D thet was due 1o be dizclosed,

Fallow the princizles and 2pproach s oul in their landling Amangements and
policy/guidance.

47) §15°s Bulk Data Acquisition, Exploitation end Retezt:en policy [2/390-3%94] provided from 2000
oawards thatr

“17. Dulk data can be shared with other third partics (eg a lHalson panner) with the Data
Owner's permission and suhject 10 cerlam assurances. Bere thars fo ke cuch tharing, the
assprgnces waudd seguiee o laeon t handle the daig gecurcly pot1a share it Sxther without
pxrmission, and fo share as far og {x prociicable, requlis that have g frpact o UK on UK
Nagfonal Security.” (3393 and 37402)

48) SIS BPD Handling Arrangements, which came into foree in November 2015 [3/404-415], includs
specific guidance to stafl on the sharing of BPD with foreign partners, including.

12



=71 The tharing of BPD iz carefully manszed o ensure that disclosure only akes place when
it 1s Justified on the basis of the relevant statutary disclosure gateway. The declsion o share a
BPD ouaslde SIS rests with the gonior SIS officigl.” [3M12]

49) The pridamzas also stales that-

_1‘!3 .| .Il.ﬂ.‘ Eﬂ. IlEﬂ[ Eﬁg‘l qu_drgﬁﬁd E:h::i : EEEE:@ frrumc e 1 grealag
Lammmwhﬂz:.u;mamm&uwhdmmiﬁ

T 3.2 The disclosure of BI'D is carefully mmaged by phe relevamt regm 10 ensure that
disclosure only occurs when it 15 perstitted under 15A 1994 and that clear necessity and
pmrrr:m:lm CESCS A°C t‘wldﬂ'f“ttd Responsibility for disslosure of BPD rests with g senior
5. el TaAn " [3413)

515 Policy on shariag BPD with foperen ligison and LEAs
[Sec 515%s statement of 3 March 2017, §510-24]

50) S=ould SIS decide that there were an *in prnciple’ argument for sharing, SIS would ensure thal il
kzd 2 suiflicient undersianding of the data hand'ing regime 17 the recipiznl orgatisation to enable
805 t0 muake a reasoned judgment as to whether disclosurs was necesszry and prosortionas in the
circumstances. As part of this "due diligence’ exercise, the following are Ykely 1o be relevent
considerations: the anticipated benefit to SIS, the recipient pamtner’s requirement 1o obzain HPD;
end the nature and extent of any Rendling errangements for BPD within the recapient panner
orgenisatien (in partizu’ar in relation lo sccess, examination, storage and onward disclosure ol the
BPD andfor infermation Cerived from it) In addition, S15 would szek puidanze from the recipient
partner as to the legal provisions applicable in that partner’s Jurisdicton, including whether there
were eny legal obligations that were likely to prevent compliance with any resirictions that SI5
would wantneed 10 place on the use of the BPD, 515°s appreach to this process would be
informed by its existing knowledze of and relationship with the recipiznt parmer {Including
knowledge and expericnce of thelr capabilitics, intent end practice).

51} Further, spzcilicelly in relation to foreign liaison and LEAs, SIS would consider any proposal 1o

shere on o case by cass basis, teking 190 accournt a number af factors:
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3)

b

The nuure of the parmer with whom they would be shanag. This inclodes comidering the
hustory SIS has of shasiap intellipence with that partrer; theis data capadality end practices;
and their histery of campliance, either where 515 has previocsly shared daza or where 5[5 has

shzred actionable imielligence

The purpese for which it is enviszged BPD will be shared, This covers (wo considerations;
firstly, the necessity cese for SIS Al the highest [evel this means that there must be a
requirement to share the BPD (o essist SIS in meeting one of the four purposes for which
information can be shared under section 2{2) [SA. Sccondly, the purpose for which SIS
understand that the recipient partner wishes Lo oblzin BPD.

52) The due diligence exercise would seck msurances from the proposed recipient on the relevant

aspects of that pannes's governance. The alm would be to esteblish that they have in place

equivalent standards as would apply to the Agency's own slafl and procedures. In practize, the

specific nature of this due dilipence exercise may well be tailored on a ¢ase by case basis end be

subject to, for example, the particular context of the propased arrangements or the natere of the

existing relationship with tha: partner. The sorts of questions that SIS would seek satislactocy

answers to iz ender to peovide seiisfactory assurance of squivalent standasds are likely to include

{but not be Emited 1o) the following arezs:

b)

<)

Relevant questions of law and polizy: for example, is the pariner osganisation subject 1o
provisions i law (intermations] or domestic) that would govern their use of bulk data? Are
they governed by any stantory requirsments that would e their use of bulk data o specific
purposes? Are they subject to mny lzgal obligations or pelicy eommimments to pratect the
persenal dala or human rights of indivaduals?

Aczuisition practices: for example, what feclors would the pariner ergancsation teke 1nto
account befare acquiring bulk data? Would necesstty and proportionality be censidered? Wao
would take part in the decision-making process and how would it be recended?

Authorisation protocols: for example, what process would the partner orgarusation apply to
authorise the retestion and explogation of BPD? What would the critens be that would be



d)

e)

k)

applied o establish that i1 5 Both necsdsary pnd propartionate @ setaln and e data? Would
legal advice be obtained?

Data mmgestion: for example, how would BPD be stored within a partner orgamisation™ What
wou'd the system asthutecture be? What ather datz would bo stored on the sysiem or syslems?
What zecess control mechenisms would be in place for raw and processed dawa” Would
access contral be daierminad by role? Would specific training be provided (inlading o
reletion 1o legalpelicy concerms) before 2ccess is granisd 10 a system holding bulk dena? Are
there categories that would be comsidered sensitive or privileged either by law or policy?
Would ingestion of data of this nype subject 1o additional considerasions? Would there be

addional prolections for data of this fype at the point of ascess?

Uise: for example, inte whizh toaks) within the partner orgenisation would BPD be inpested?
What would be the main purposs of the tool? What would a user be required 1o consider
before searching within bulk data? Would the user be required by law to think abaout the
necessity and proporionality and’or the direct and collateral intrusion of corducting & search?
How would such considerations be recoed=d? Would the tocl Umit the naure of exten: of
search by a user? What safeguands would be in place to prevent misuse of BPDT Would user
activity be subject to any auditing or monitoring? What would the consaguences of za
individual faliure so comply with the law/policy on the use of BPD be” How would 518 be
notified of eny failucs to comply end what power would they haves to dictaie conssquences?

Disclosure for examiple, what sefeguands would be i place within the recipient erganisation
12 ensure Action On s oblained before eny action, :neluding the pasing of information o a
Uurd party, 15 leken on infermation desived from BPD? Are there legal or policy requirements
10 ensure that the passing of any informaticn meets cestain criteria? How would a user know
that a particular piece of data requizes Action Oa before they can use 17 What would the
process be for pumng Action On?

Retenton end Review® for examglz, what process would be in place in the recipient
oipatiztion fo revicw the necessity and propertionalicy for continuizg to retain and exploit
BPD? What would be the pararcters for the review, and what criteria would be used o judge
necessity and proportionality? Whet would the srocess be to delete data? Whas would the
precedurs be for deleting and destroving data?

Crverslght. for example, what would be the intemal and/or extzrmal oversight armangements in
place within the recip:ent organisation to eudit the acquisition, retention end wse of BPD?



53) There are a number of ways in which a due diligence excrelse might be pursued and could, for
exzmple, include a visit by SIS policy and legel staff to & potential revipient 1o observe and
discuse their systems and procestes. The process would be designed to ensure that S15 would
have & comprehensive wrillen record of the way in which the recipient parmer would handle BPD
icovenng gl the meters 267 o a3l p 2ph 52 above); ex well 23 the dameste lege! znd
compliance regime to which they are required o adhere.

54y Any sush due diligence sxgrsise would pecessarily be bespoke and tailored to the partnes in
quastion and the particular circumstances of the propesed shasing errangement. The questions set
out in paragraph 52 ere illustrative and neither exhavstive nor a pro forma I8 Is likely that any
such due diligence exencise would be a3 ilzmative process. Supplementary questions may be
required for clarification end fo gain an accurate asd complete piclure of a potenlial patnsr's
governanae arrangements. It ix [ikely that 515 would seck to validate assurances given by means
of 'in persen” discussioas with responsible officers of the pariner orpanisation and by reference to
internal policy documents, forms, codes of practice and training materials.

§5) If a due dilipence exercist <id pod result in the obtaining of satisfactory assurances, or if the
veracity of assurances obtained was in doubt, the Agency would not shere bulk data. In any
formalising sgreement or memomadum of understanding, the Agency would set out the
circumstances under which the arrangement could be haked if thers wes concern or evidence that
arrangemests were not satisfactory,

Agresment 1o share

56) Were SIS 0 be satisfied with a potentiel recipient’s data compliznce following a due diligence
exercise, SIS would then proceed 10 set ool and agres with the recipient partner the detadl of the
agreement 1o share. The detzil of the agreement might vary with each individual recipient
depending on the cincumstances and the natre of 515%s restionslip with thea

Sharing of individual 3P

57) Were S15 to agree to share BPD with 4 particlar recipient partaer, the sharing of each subseguent
dataset would be considered on an Individzal basis. Any decision o share would be subject o a
formal and recorded decision making process end would involve the nput of a legal adviser
where necessary, Considerations would include the necessily and proportionality case for shanng
and how S15 thizk the recipien: pariner will use the deta, 515 would alse always conslder whetser

=3



the policy on Cotsolideted Guidance applics. The formal and recorded decislon-making process

wou'ld ensure that the approach to sharing outsids of SIS is applied In & consistent manner.

55} 515 would ensure that Sateset-specific handling instructions would accommpany e2ch BPD shared.

oy 3 i us

59) The principal wey in which compliance with the BPD handling instructions would be monitored
is through the Acticn-On process, This i3 the process wheseby a customer requests permistion 1o
mzake active use of SIS imzlligence {see §31 above),

60) Any deta shared with other organizations would be shared on the basis that it must not be shared
bevond the reciplent organisasion unless explicitly agreed In advancs, or approved through the
Aclion-on process, Action-on is a process which is used by cach of the SlAs.

61) Were 515 not o receive Action-On requests whore expected, this would be investigased

52) Iz addition to the Action-On process, 518 would conduet regular meetings, viats and discussions
with any pastners wha might be in receipt of data sess, This would ensure that $158's partners
woeld be aware of charges to S18°s legal and complianze regime, end would ensble SIS 1o obuain
information about the changing technicel, legal and compliance regisies of azy pastne=s. In that
way, SIS would be abls to 2siess on an ozpoing basls whether the bandling arrangements and
other requiremenss that might apply to the shanng process remain £ Sor purpose,

63) Although 515 can neither confimm nor deny whether il kas agread to shars or i fact shares BPD
with industry partners, were it to do so, [t would,

2) Follow the principles and approach sel cut in 518°s Handling Armangements and
policy/guidance;

b} Tzke inta azcourt the rature of the BPD that was due 10 be disclosed,

¢} Take Into azcount the mature af the body to which it was considenng disclosing the BPD.
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Cross-S1A Policy

64) The OPEN BCD Handling Amangsments which came izto force in November 2015 address
Eselosurs of BCD (21 §$§4.4.] 10 4.4.6) [WB201-202]:

“4.4 Disclosure

4.4 1 The disclosure of BCD must be carefully manazed to ensure that it only tekes place
when it is justified on the basis of the relevant statutory disclosure galeway The disclosure of
zn enttre bulk communications dasaset, or a subsel, outside the Intelligence Service may only
be suthorised by o Sencor Oficial’ or the Seeretary of Stete

4.4.2 Disclosure of individual items of BCD outside the relevant Intelligence Service may
oaly be made if the following conditions are met:

- that the objective of the disclosure falls within the Servace’s stansony funclions or is for the
additional limited purposss set out 1 scctions 2(2)a) and 2(2¥a) of the 1SA 1994 and section
2(2)=) of the S5A 195%;

= that it is necessary 1o disclose the information in question in onder 1o achieve that objestive,
« thzt the disclosure is proportionate o the ohjective;

- that only as much ¢f the informabon will be disclosed as is oecessary to achieve that
objective.

When will divclosure be necessary?

443 [n order (o meet the *necensity” requiremest in relation fo disclosure, stall in the
reievant Intelligence Service and (as the case may be) the Secretary of State must be satisfied
that disclosure of the BCD i “reclly nceded” for the puwpose of discharging a statuiory
function of that Intellizence Service.

The disclosure must also be “properticnate”™

4.4.4 The disclosure of the BCD musi alse be proporticaate o the puspose n question. In
order to meet the *proportionality’ requirsment, staff in the nelevant Intelligence Service and
{3 the casa may ba) the Secretary of State must be satisflied that the level of int=rferenca with
the right to privecy of individuals whose communications daza is being disclosed, both in
relation to subjects of intelligence interest and in relation to other individuals who may be of
no intelligence inserest, is justified by the beneiit 1o the discharge of the Intelligence Service's
statatoey functions which is expected as a result of disclosing the dama and the importance of
the objective Lo be achieved. Staff must considsr whether there is a reasenatle alicmative that
will szill meet the proposed oblective - e, which involves Jess intousion. For example, this
could mean disslosure of individual pieces of communications data or of 2 subset of the bulk
commuricetions data rather than of the wholz bulk communications dataset,

? Equivalent to a member of the Senlor Clvl] Service,
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4.4.5 Before disclosing any BCD, staff’ must teke reasonable steps (0 ensuze that the intended
recipient organisathon kas and will mantain satisfectory sevangements for safeguarding the
confidentality of the data and ensuring that it is securely handled, o that they have recebved
setisfactory assurances from the intended rociplent organisation with respect to such
errEngements.

2.4.5 These conditions must be mel for all discloswre, including between the Intelligence
Services and apply equally in making the decision 1o ditclote an ectice BCD, & subsar of
BCD, or an individual piece of dala from the dataser ™

Action On Process

63) Any data shared with other arganisations would be shzred on the basis that 1t must not be shared
beyond the recipient organisvion unless explicitly agreed in advance, or approved threugh the
Actien-on proczss. Action-on Is 2 process which is usad by each of the S1As

i ersigh

66) The Interception of Communizations Comemussioner =as oversight and access 1o all SIA matenal
in releton 10 BCD compliance, including that relating o sharing. For the avoidence of doubt, tha:
would extend 12 any activity of the S1A, were it to teke place, relatiag to BCDs, including sharing
with pariners or giving parners remode access. Ses:

2) Mi5 BCD Handling Amangements of November 2015, §4.6.4(b): “The Imerception of
Communications Commissioner har oversight of (b MIS's arrangements (n respect of

acquisition, sforage, gecest,. and subsequent wxe, disefosure, retentlon and destruction™
(emphasis sdded), and

b) GCHQ BCD Handling Armangements of November 2018, §4.6.9: “The Imterceprion of

Cemmurications Commivtiorer ir responsible for overseeing [inter alia] disclosure...of ke
data™

Rreaches of safeguards

67} In e event that any of the SIAs" policies and safeguards in respect of sharing BCD were
brezched. the relevanl Agency would report any such breach to the Interception of
Communications Commussioner; investigate the breach, comsider whether it remained lawiul or
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appropriate 10 congnue to shars; if and 1o the extant that eny Agency stall had committed the
beeach in question, consideration would be given lo dissiplinary prococdings.

GCHO

63) Section 4.4 of the GCHQ BCD Hendling Arrangements which came into force in November 2015
addresses disclowre of BCD [2/B/85-86]

“4.4 Authorisation of Disclowre

24,1 Whers the resulss of anclysing section 94 data ere disclosed to pariner or customer
organisations, this must be done via standard intelliepcs reporting mechanisms, which
ensure that GCHQ intzlligence is releasad in a seswze, -accounizhlz and legally compliznt
manner.

242 If disclosure of a complete saction 64 dataset, or a substential part of 1L, to a pariner
organisation 1s contemplated, whether a2 GCHQ's or the parimer’s initiative, the procedures
below must be followed,

1.4.5 All requests for authonsation 1o disclose must provide a persuasive justification for the
preposed disclosure, in terms of

- s necessity and proportionality, and

— the intelligense Senelit or other operationz] benefit that Is expestad to accrue to GCHQ and
the UK from the disclosure,

4.4.T The Awhoriser will consider

— the conlznt of the daleser: the nanwe of mny perscnal informalion 1 contains, s
intrusiveness and sensitivity;

= the nature and extent of the corporate rink the disclosure would enteil,

~ the necessity and propordonality of the diselotwre, including whether it iz genuinely
necessary and preponionase w0 disclose the whole datzset, or whether a subset will meet the
need,

~ whether any caveats or restrictions should be applied, end

— the receiving organisation’s arengements for safegrarding, wirg and deleting the dala ~
GCHQ will seck additone! reassurances from the seceiving organization in this regard, if' the
Authorizer deems it necessary.”

GCHQ Policy o0 sharine BCD with foreipn hizitond EAS

69) GCHQ vperates on the basis that operational data of any sort may enly be shared I01 Is necesaery
for onc of GCIQ's statutory functicss, znd, as far as GCHQ's intelligence gathering function &5
concerned, in line with oas of the theee purpeses for which that funstion can be exercised. This is
set out in GCHQ's Compliance Guide. All sharing s subject to compliance with all relevan: legal
safeguards, and there is & requirement What recipients must accord the material a level of
proteciion equivalen! to GCHQ's own safeguards. The assessment of whether a partner’s
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safezuards meet thic standerd Is 2 mamer for the Mission Polizy tzam, in pasinenship with
deperimentel legal advisers and other specialist tcams 25 appropriste. As ¢ maller of policy
GCHOQ applics the safeguands required by RIPA to 2!l operational dama even if was not obtzined
unzer R1PA powsrs, so this is the standard thet must be met. Sharing s also susject to policy
approval by an appropriately senjor member of the Mission Policy team, ualess an explich
delegetion of approval authonty has been made Policy approval may be sutject 1o appropriase
filtening or sznitisxtion of the data being applicd 1o protoct sensitive material or equities.

70} The Compliance Guide makes clear thay, In line with the RIPA Inlesception of Communications
Code of Practice, particular consideration should be given in cases where confidential information
(which includes, inter alia, material that is logally prvileged, and confidezuial joumnalistic
information) s mvelved. Special care must be taken 1o ensure that the acquisition, amalyss,
retention end Cissemination of suzh material Is necessary and proportionate, This covers any
sharing of such data with partners. Any sharing of BCD in whele oz in part is subject to formal
sppreval By Deputy Director Mission Policy who will take into account the potential for such data
to conlain confidential information end snsuze that this i removed from the data to the exient
posaible (e.g. by the remeval of particuler Gelds from datasets) and will require the application of
additional or moss stringent safzpuards where anpropriace.

71) Were GCHOQ) to share BCD with foreign liaiton or LEAS, then it would,

a) Fellow e principles ard spproach set ouwt in thewr raspective Handling Armargements and
policy/guidanze,

b} Take into azceimt the nature of the BOD that was dus to be disclosed,

¢) Take into account the naturefremis of the body to which they were considering disclosing the
BCD

d} Teke izto account the approach taken by any other S1As who may have shared bulk data and
have regard to any protocolsfunderstanding that the other egencies may have used/followed.

#) Depending on the individual circumstance, scek assurnaces that the BCD in question would
be handled in eccordance with RIPA safeguards ie that it would be disclosed, copicd,
distributed and retained only to the minimum oxient necessary for the purposes of RIPA (in
the interests of Wational Security, for the purpose of preventing or detecting Serious Crime, or
for the purpose of safegranding the economic well-being of the UK.
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72) in 2ddition, were GCHQ 10 give liaison partners andfor lew enforcement agencies remole 2200838
o run queries to BCD, it would apply sefeguerds which would put parmer anclvss on the szme
basis es GCHQ analysts. In pasticular, GCHOQ would:

a) Require snalysis 1o have completed all relevant training {inciuding legalities treining), be
assessed a3 hzving suflicient analysis skills, and to have all necessary natlenalizy and securiny

clearances,

b) Requre all quares to be sccompanied by necessity and propormionalily satements which
wotld be subject to audit by GCHQ:

¢) Requize analysts to corzply with GCHQ's Compliance Guide and cther BCD pelicies and
safeguards concerning access, retention and wse (as s2t out in the Cross-SIA and GCHQ BCD
Hendling Arangements),

d) Comply with the safeguards regerding the treatment of LPP end journalistie material
adéressed in the required taining acd the Compliance Guida.

73) GCHQ may share operational data wath industry pertners for the purposs of developing and
testing new systems. Actual eperational data would only be shared for such purposes If it were not
possible to use standandissd corpuses of noo-operationsl data. Any sharing would be of te
minimum volume of data necessary 1o develep or t2st the svstam. In all cases the data would be
the least [ntrusive data that ¢an serve the purpose. For this reason any data known or believed 1o
cortain confidential information would 2of be usad: simuler dafn that does ol contzin such
materinl would be used instzad, Wherever possible data thared with indusiry panners will be held
on GCHO) premises, where mast systems dovelopment fokes plage, [Elling that the deta must be
held on secure and secredited corporate premises in the UK. All sharing of dats with incustry is
recorded on a Raw Data Relezse Roguest form which must be completed by a member of GCHOQ
who is sponsoring the activities of the industry partner, Thes form (which is used for certain other
forms of data sharing which do not izvelve BCD) requires the sponsor to describe the purpose of
the shering and the details of the data they wish to releese. if the data is to leave GCHOQ premiscs
they must specify whare it {5 (o go, and how it will be transferred. The form requires the spoasor
to deta:l the name, organisation and job title of the individual who will take responsibility for the
data on recsipt, how many people at the recipient ongenizstion will have access, for how long the
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data will be rewained and what will be done with it once the project is completed. These neguests
are assessed within the Mission Polley tezm end may be esealated up 1o the Deputy Director
Miszion Policy where appropnete, Misslon Palicy will zssess each proposal to ensure that the
sharng 15 both necetsery and proportionate, and mav require modification of the request il there

are concems about proporionality
Securify Servige

74) Peragraphs 4.4.1 to 4.4.8 of the Secuwrity Service BCD Hendling Amrangements which came into
force in November 2015 address disclosure of BCD [3321-322):

“4.4 Authorisation of Disclosur

4.4 | The disclosure of BCD is earefully managed 1o ensuse that it only akes place when it is
justified o= the hasis of the relevant statutory disclosure gatewsy. The disclosure of en entire
BCD, o7 & subset, outside MIS may only be avthonsed by the Home Soeretary o0 8 Sendor
Oficzel’ int the Heme Office.

4.4.2 Diselosure of individual items of communications data to persons outside MIS cen only
be made i the followmng conditions are met:

- The objective of the disclosure [alls within MTE s statutery fusctions or is for the additional
lHmied purpeses set out In sections 2(2)a) end (2% e) of the ISA 1994 and section 2(2)a) of
the 55A 1959,

— It is necassary to disclose the informazion in queston in onder 10 achfeve that chjecuve;

= The disclosure 3 propontionzie 1o e oblective;

—Only a3 much of the i=formation will be disclosed as i3 necessary to achicve that o ective.

4.4.3 In order o meet the 'necessity’ requirement in relation 1o disclosure, s1aff must be
satisfied that disclosure of the communications data fs ‘really noeded' for the purposc of
discherging 2 stetulory funstion of that Agency. S1afl must consider whetzer thers is 2
seasonable aliermative that will atill meet the proposed objective — 1.e. which involves less
mtregien. Fer example, in cases whete disclosure of BCD is con‘emplated, this could mean
disclesuze of individual pleces ef datz er of a subset of data rather than of whols BCD

4.4.4 The disclosure of the communications dala must 2lso be proportionate to the purpose
in question. In ordzr to meet the “proportionality” requirement, staff must be satsfied that the
level of interference with the individual's right o privacy is justifiad by the bezefit 10 the
discharge of MI5"s statwiory funclions which is expected a5 a result of disclosing the datz and
the imporiance of the objective 1o be achieved.

4.4.5 Before disclosing any communications dasa, s2aff must take reasonable steps to ensure
that the Intznded reciplent organisation has and will maintain satisfactory amrangements for
safeguarding the confidentiality of the data and ensuring tha: &t is securely handled, or tha:

¥ Equivalen: 1o & member of the Semior Civil Servics.

in
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Segurity Servi

they have received satisfactory assurances from the intended recipient osganisation with
respect 10 such arrangements.

4,46 These conditions must be met for all disciosure, inctluding between the Intelligencs
Services, They apply equally o the disclosure of an entire BCD, a subset of the dataset, of an
individual piece of data derived from the bulk communications dataset or from tangsted
commulications cota

4,27 Where disclesure of an eatire BCD (or a subset) {5 contemplated, (m addition to the
requiremient in 4.4 1 above) this is subject 1o prior intemal auorisation procedures as well as
to the requirements in 4.4.2-4.4.5 that apply 1o disclosure of individual pieces of data. Where
these requiremen:s are met, then {prior to suhmisslen to Se Home Office/Home Secretary)
the BCD is formally requested by the requesting agency from MIUS theough 2n agreed shasing
procedure using fhe gooreseisre fore, The dato poverngnee fegm is then responsibie for
submitting fhe goeeonrigte foem secking the approval of MIS's Director General. Lhe
apoeppeiote form outlines the business case submitted by the requesting agency, detailing the
data requested. the necessity and proportionality case for disclosure of that data and the
proposed dan handling arrangements.

4,43 If the Directer General is content, 3 submission wiil be prepared for the Home Ofilce
and‘or Home Secretary. Disclosure of the whole BCD (or subset thereof) is only permited
when this has been authosised by the Home Secretary or a Seaioe Official at the Homve Office.
Omce authorisation has been given, armangements will be made for the data 1o be disclosed 19
the relevant acquiring agency

74) Were the Secunty Service 1o share BCD with farzign lisisen, LEAs or indostry pariners, then il
weuld only share if satisfied thal.

a)

B)

)

el

Such sharing was for one of the Secusity Service's stetutery pusposes, 0f one of the limited
sdditfonal urposes set out in £2(2}a) el the Securily Szrvize Act 1989,

It s necessary to disclose B information in questios m order o achieve that objective;

That the disclosure would be proportiunate ta the chjsctive;

That only as much of the information will be disclosed as is necesswry 1o achieve tha
objective

il



2] As set out gt E4.4.5 of the Security Senvice BCD Hazdling Arrangements, the Security Service
would alsa (z) teke reasonzble steps to ensure that the Laison partner has and will maintan
satisfaciony smangements for safeguarding the confidentislity of the dxta (including with regard 1o
source protection and the protection of the pnvacy of the individuals in the BPD) and ensuring
that it is securely hendled. or (b) have received satisfactory assurances from ke haison partner
with respect to such arrangements.

76} When deziding whether or ot to share, and whether or not 1o Impose conditions on sharing, and
if so what conditions, it would alsor

a) Teke into accoun! the approsch taken by any other S1As who may have shered bulk data and
heve regand 10 any protocolsiuaderstandings that the other agensies mey have wsed!'followed
{soe, for instance, §569.73 abave n respect of GCHQ)X

b) Take inte accoun: the matuseremil of the body 1o which we the Sscunty Service was
considering dis<losing the BCD,

¢} Take into zoecount the natuse of the BCT that wes due to be disclosed;

d) Follow the principles and epprozch sst out in their Handling Amangements and
policy/gudance,



