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IN THE INVESTIGATORY POWERS TRIBUNA Case No. IPT/ASA10/C!

PRIVACY INTERNATIONAL

cando

(1) SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS

(@) SECRETARY OF STATE FOR THE HOME DEPARTMENT

(8) GOVERNMENT COMMUNICATIONS HEADQUARTERS

(4) SECURITY SERVICE

(8) SECRET INTELLIGENCE SERVICE

Respondents

SKELETON ARGUMENT

ON BEHALF OF THE RESPONDENTS

On sharing of BPD/BCD

for hearing on 8-10 March 2017

1. In its October 2016 judgment, and subsequent order of31 October 2016, the Tribunal

lá that the BPD and BCD regimes were lawful under Article 8 ECHR from the dates of

their respective avowal, and unlawful priorto those dates. However, the Tribunal wished

to give “further consideration...o the provisions for safeguards and limitations in the

event of transfer by the SIAs to other bodies, such as their foreign partners and UK Law

Enforcement Agencies” The remaining issue therefore concems transfer of BPD and

BCD by the SÍAs to non-SIA third partes, in particular “UK law enforcemer

commercial companies or foreign liaison partners” (Claimant's skeleton, $3(b)).

agencies,

As the Tribunal held at $37 ofits judgmenti

tobe “in accordance with the lan

Liberty/Privacy, in orderfor

=) there must not be an urfettered discretion for executive action. There me

Be controls on the arbitrariness ofthat action.

db) the nature of the rules must be clear and the ambit of them must be in the

public domain so far as possible, an “adequate indication” given (Malone +
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K [1985] 7 EHRR 14 at paragraph 67), so thot the existence of interference

A privacy may in general terms beforeseeable. *

See also Bykov vw Russia”, at $78, quoted at $37 of Libersy/Privacy.

3. Asthe Tribunal also noted in /Privacy,inthe field of national security uch ess is

required to be put into the public domain and therefore the degree offoreseeability must

be reduced, because otherwise the whole purpose ofthe steps lakento protect national

secunty wouldbe put at risk (see §§38040and 5157). See alo in thet respect, Malone v

UK (at §$67-681), Leaner v Sweden” at $51 and Esbester v UK”, quoted at 5838-29of

ibers/Privacy. Thus, ss eld by the Tribunal inthe British Irish Rights Watch case (a

decision which was expressly affimed in the LibergyPrivacy judgment at 687)

“Joreseeobility s only expected to a degree that ls reasonabl inthe circumstances, and

he circumstances here are those of national security." ($38)

Thus, the national security content is highly relevant to any assessment of what is

reasonable in terms of the clarity and precision of the law mn question and the extent to

‘which the safeguards against abuse must be accessible to the public (see $$119-120 of the

Liberty/Privaey judgment),

5. As to the procedures and safeguards which are applied, two points are to be noted.

51. It is not necessary for the detailed procedures and conditions which are observedto

be incorporated in rules ofsubstantive lew. That was mede clear at §68 of Malone

and §78 of Bykov; and was reiterated by the Tribunal at $§118-122 of

Liberty’Privacy. Mence the reliance on the Code in Kennedy v United Kingdom? at

$156 and its anticipated approval in Liberty v United Kingdom” at $68 (see §118 of

Liderty’Privacy and also Silver v United Kingdom),

52. It is permissible for the Tnbural to consider rules, requirements or arrangements

Which are “below the waterline” Le which are not publicly accessible, In

Liberty/Privacy the Tribunal concluded that it is “not necessary that the preciso

details of all of the safeguards should be published, or contained in legislation,

delegatedor otherwise” ($122), in order to satisfy the “in accordance with the law"

requirement; and that the Tribunal could permissibly consider the “Below the

waterline” rules, requirements or arrangements when assessing the ECHR

compatibility of the regime (see §§50, 55, 118, 120 and 139 of Liberg/Privacy). At

$129 of Liberty Privacy the Tribunal stated
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arrangements, which by definition canbe changed by

reference to Parliament, can be taken into account, provided1

disclosed indicates the scope of the discretion and the manner of

exereise.. is is particularlyso where.

£ The Code..itelf refers to a number of arrangements not contained in

the Code,

H There is a system of oversight, which the ECHR has approved, which

ensures that such arrangements are kept under constant review

$3. Those conclusions were reached in the context of the 58(4) RIPA interception

regime, They are equally applicable tothe 5.94 and BPD regimes to which publishes

Handling Arrangements and "Below the warerlineTM serangements apply and where

there is similar oversight by the Intelligence Services Commissioner and the

Interception of Communications Commissioner.

6. In the context of interception, the ECUHR has developed a set of minurum safeguards in

order to avoid abuses of power, These are referred 10 as ‘the Weber requirements". AL

$95 of Weber”, the ECIHR stated:

“In ts cuenta on secret measures of surveillance, the Court has developed

the following minimum safeguards that should be set out in statute law in

order to avoid abuses of power: (1) the nature ofthe offences which may give

rise to an interception order; (2) a definition of the categories of people Hable

so have their telephones tapped: (3) a limit on the divation of telephone

tapping, (4) the procedure to be followedfor examining, using and storing the

data obtained, (5) the precautions to be taken when communicating the data

to other partes, and (6) the circumstances in which recordings may or must

be erased or the tapes destroyed." (numbered items added for convenience,

see $33 of Liberty Privacy)

(And see also Valenzuela Contreras v Spain”at §59)

7. However it is important to recognise what underpins the Weber requirements, as

lighted at $119 of the Libers/Privacy judgment. In particulas, $106of Weber sites

as follows"

“The Court reiterates that when Balancing the interest of the respondent State

in protecting its national security through secret surveillance measures

‘against the seriousness of the interference with an applicant's right to respect

for his or her private life, it has consistently recognised that the national

*(2008)as EMARSES.
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authorities enjoy a fairly wide margin of appreciation in choosing the means

Sor achiesing the legitimate aim of protecting national security (se, iter

la, Klact and 49, Leander, cited above, p 25, $

$9, and Mat 81) Nevertheless, in view of the

risk thot a system of secret surveillance for the protection of national

security may undermine or even destroy democracy under the cloak of

defending à, the Court must be satisfied that there exist adequate and

effective guarantees against abuse (see 2

24. $8 49-80; Leander, cued above, p. 25, $ 69: Camenzind+ Switeerlan

Judgment of16 December 1997, Reports 19970 pp. 289394, $ 48, and

Lambert, cited above, p. 2240, $ 31). This assesement depends um all the

cursa y uration of th

competent to authorise, carry out and supervise them, and the Kind of

remedy provided by the national law (see Klass and Others, cited above, pp.

23-24, $ 50): (emphasis added)

8, The Tribunal in Liberty/Privacy placed considerable

reaching their conclusion that the ietelligen

‘were Article 8 compliant. la particular

lance on oversight mechanisms in

sharing regime and the s.8(4) RIPA regime

8 1 The role of the Commissioner and “his clearly independent and fully implemented

powers of oversight and supervision” have been long recognised by the ECIHR, as is

evident from Kennedy at §§57-74, 166, 168-169 (see LiberpYPrivacy st §§91-92)

‘This is a very important general safeguard against abuse In Liberty/Privacy the

Tribunal relied, in particular, on his dutyto keep under review the adequacy of the

arrangements required by statute and by the Code, together with his duty to make a

report to the Prime Minister if at any time i appeared to him that the arrangements,

were inadequate.

‘The advantages ofthe Tribunalas an oversight mechanism were emphasised at §$45+

46 of Liberty/Privacy, including the “very distinct advantages” over both the

Commissioner and the ISC for the reasons given at §46 ofthe judgment.

8.3. In addition the ISC was desenbed as “robustly independent and now forufied by the

provisions of the JSA” (see $121 of Liberty/Privacy) and therefore constituted

another important plank in the oversight arrangements

8.4, Consequently there is a need to look at all the circumstances of the case and the

central question under Art, 8(2) is whether there are: “adequate arrangements in

place to ensure compliance with the statutory framework and the Convention and to

‘sive the individual adequate protection against arbitrary Interference, which are



sucer accessible, bear’

they are subject to oversight” (see $125 of the Lier Praz judgment)

aring of Bi p wi rsa

9. There are considerable

‘which are relevant tothe restrictions which might be placed in relation to sharing of BPD.

or BCD with LEAs and foreign partners if it were to occur, CLOSED evidence has been

filed, of which some has been disclosed into OPEN, See:

9.1. GCHQ's OPEN statement of 9 February 2017

9.2. Security Service's OPEN Statement 10 February 2017; and

93. SIS's Amended OPEN Statement of3 March 2017,

10 The SIAS can neither confirm nor deny whether they have agreed to share or nf

shared or do share BPD or BCD with einer foreign liaison or LEA: see Gi

statement of 9.2.17, $7, SyS's statement of102.17, §§8-10; SIS's statement of 82 17,

§§9 and 11, The mattersset out at $52 ofthe Claimants skeleton argument in reliance on

alleged “Snowden documents” are also neither confirmed nor denied

11. The Respondents do, however, assert that at would be lawful to share with foreign

parners and LEAS, and set out in the Annex tothis skeleton the safeguards and policies

‘which would apply were they to do so.

12. In summary, relation to BPD:

121, Any shanng of BPD must be authorised in advance by a senior individual

‘within the sharing Agency: see Joint SIA BPD Policy of February 2015 (Annex, $28)

‘The relevant necessity and prope tests for oaward disclosure under

the SSA or ISA would have to be met: Joint SIA, BPD Policy of February 2015

(Amex, $28) Cross-SIA OPEN BPD Handling Arrangements, $552, 6.1 (Annes.

$29), as would the statutory safeguards under the SSA, ISA, CTA, HRA, DPA and

OSA (Annex, 583.27)

Guidance on the meaning of “necessity” and “proportionality

SIA OPEN BPD Handling Arrangements, $862, 6.3(Annex, $29)

given: Cross

124, Any data shared with other organisations would be shared on the basis hat 1

must not be shared beyond the recipient organisation unless explicitly agreed in

advance, or approved through the Aetion-on process. Action-on H a process which 1s

used by each ofthe SIAS. (Annex, $31), ses Joint SIA BPD Policy (Annex, $28).
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ns BPD, as part of the consideration of proportionality, staff

ust “consider whether other, less inmusive methods can be used to achieve the

desired outcome” Cross-SIA OPEN BPD Handling Arrangements, $5.2, and also

$63 (Annex A, §29),

126. Sensitive BPDs, or fields with

protected :f 1 1 not judged to be necessary or proportionate to share them:

BPD Policy (Arnex, $28)

a BPD containing sensitive data, must be

int SIA

12.7 Before cisclosmg any BPD, staff must take ressonable steps to ensure the

intended recipient “has and will maintain satisfactory arrangements for

safeguarding the confidentiality of the data” and also ensuring that it is “securely

Handied” or have received satisfactory assurances from the intended rec

respect to such arrangements Cross-SÍA OP:

(Annex, $29)

128. Deraled policies exist which gover consideration of whether or not to share

BPD; obtsining adequate assurances from potential recipients of BPD: and

monitoring compliance with those assurances, These would include:

12.8 1, Carryingout due diligence, including ito"

12.8 1.1. The nature and extent of any handling arrangements for BPD within

the recipient partner organisation, in particular in relation to access,

‘examination, storage and onward disclosure of BPDfinfermation derived.

from BPD;

128.12, The law of the particular jurisdiction of the recipient;

128.13. Existing knowledge of the partrer's capabilities, intent and practice,

and history ofcompliance,

12814, The necessity of sharing, including to meet the relevant stanrory

purpose ofthe sharing Agency;

128.15 The recipient's storage systems,

12.82 Obtsinng assurances to ensure that the partner complies sith equi

standards as would apply to the Agency's own staff and procedures;

12.83. Refusing to share BPD in the absence of satisfuctory due

assurances:



a

1284, Monitoring those assurances, including both by the Action-on process but also

by conducting regular meetings, visits and discussions with any partners who

might be in receipt of BPDS

(See Annex, §§50-63)

The precise nature ofthe policies an place varies across the agencies (See Annex,

$§37-10, 45-16 sad $0-63), However, those policies and practices do not exist in

isolation; the polisy/practice of one agency wouldbe taken into accountby others eg.

by e Security Service who in addition to cir own policy would “fake

nto account the approach taken by any other SI4s who may have shared bulk data

and have regard io any protocols/understandings that the other agencies may have

sed/followed” (Annex, §46(2)), endby GCHQ (Annex, 5394).

129, Disclosure of the whole or a subset of a BPD is subject to interna!

authorisation procedures im sédition to those which apply so an item of data, An

application must be made to a senior manager designated for the purpose. This must

describe the BPD intended 1o be disclosed, set cut the operational and legal

Justification for the proposed disclosure, and whether any cavests or restrictions

‘should be applied to the proposed disclosure. This is so the senior manager can thea

consider the relevant factor with operational, legal and policy advice teken as

appropriate. See Cross-SIA OPEN BPD Handling Arrangements, §6.7 (Annex, $29).

1210 In difficult cases, the relevant Intelligence Service may seek guidance or à

decision from the Secretary of State. Cross-SIA OPEN BPD Handling Arrangements,

$6.7 (Annex, $29)

rm

considered, as appropri

ider legal, political and operational risks would also have to be

"Joint SIA BPD Policy (Annex, $28)

1212. The disclosure ofa BPD (as in the case of us sequistion or retention) is

‘subject to scrutiny in each Intelligence Service by an internal Review Panel, whose

functions include “to ensure that..any disclosure is properly justified”: Cross-SIA

OPEN BPD Handling Arrangements, §8.1 (Annex, $30).

13. The Agency-specific Handling Arrangements, end relevant authorisation forms, reflect

‘he requirements ofthe overarching Cross-SIA OPEN BPD Handling Arrangements, Ses

13.4. The GCHQ BPD Handling Arrangements and its Bulk Personal Data

Acquisition Retention (BPDAR): Annex, $835 and 36.

132, The Secunty Service's BPD Guidance

“Arrangements of November 201$ and its Form

March 2015, its BPD Handling

sharing: Annex, $$42-44



133. SIS's Bulk Dais Acquisitos, Leploitation and Retention poliey from 2009

‘onwards and the SIS BPD Handling Arrangements of November 2015- Annex, $647-

49

As for BCD

161, Disclosure of an entire BCD or a subset ofa BCD outside the Intelligence

Service may only be authorised by a Sensor Oficial, equivalent to a member of the

Senior Civil Service, or the Secretary ofState, see the Cross-SIA BCD Handling

Arrangements, §4.4 1 (Annex, $64)

142. The relevant necessity and proportionality tests for onward disclosure under

the SSA or ISA would have to be met: Cross-SIA BCD Handling Arrangements,

$84 4.1-4.4.2 (Anrex, $64) as would the statutory safeguards under the SSA, ISA,

CTA, HRA, DPA and OSA (Annex, §§3-27)

143. Guidance on the meaning of “necessity” and “proportionality” is given

Cress-SIA OPEN BCD Handling Arrangements, $$4.4.3-4.4.4 (Annes, 864)

144. Any data shared with other organisations would be shared on the basis that it

must not be shared beyond the recipient organisation unless explicitly agreed in

advance, or approved through the Action-on process, Action-on is a process which is

used byeach ofthe SIAs. (Annex, $65),

145, Before disclosing BCD, es part ofthe consideration of proportionality, staf

must “consider whether there is a reasonable alternative that will still meet the

proposed objective — Le. which involves less intrusion." Cross-SIA OPEN BCD

Handling Arrangements, §4.4.4 (Annex, $64).

146 Before disclosing any BCD, staff must take reasonable steps to ensure the

intended recipient “has and will maintain sausfactory arrangements for

safeguarding the confidentiality of the deta” and also ensuring that tis “securely

‘handled’ or have received satisfactory assurances from the intended recipient with

respect to such arrangements Cross-SIA OPEN BCD Handling Arrangements, 64.4.5

(Annex, $64)

147. Again, with BPD, there are policy rements in place requiring.

14.9.1. That recipients accord the material a level of protection equivalent to the

SIAs' own safeguards (in the case of GCHQ these are the safeguards applicable

by RIPA to al operational data even ¡Fit was not obtained under RIPA powers)

Special care must be taken to ensure chat the acquisition, analysis, retention

and dissemination of any legally privileged or confidential journalistic material

is necessary and proportionate. Such data may even be removed

142.

8
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Again, the policies ir place varies across the agencies (See Annex, $869-72 and75-

76). Again, however, the policy/practice of one agency would be taken into account

Into account by another in addition to applyingtheir own policy (Annex. $76(2))

Handling Arrangements reflect the requirements of the

rarchingg Cross-SIA OPEN BCD Handling Arrangements. Seo"

IS, The GCHQ BCD Handing Arrangements of November 2015: Annex, $68;

152. The Secumy Service's BCD Han:

Annex, $74

Arrangemects of November 2015:

16.1n light ef the above, the Claimant's submission that “there are no published

arrangements governing the safeguards to be applied when considering sharing of data

with foreign intelligence services or other UX law enforcement agencies” (Claimant's

skeleton, §64) is wrong. Furthermore, the Respondents submit that the published

arrangements set out above, and in detail in Annex A, satisfy the requirement in Weber at

$106 that “there exist adequate and effective guarantees against abuse" and in

LibernyPrivacy at §125 that there are * .adequate arrangements in place to ensure

compliance with the statutory framework and the Convention and to give the individual

adequate protection against arbitrary inteference, which are sufficiently accessib

Bearing in mind the requirements of national security and that they are subject to

oversight"

17. The Claimant also aiserts that there 1s no Commissioner overnight over sharing of

BCD/BPD (Claimant's skeleton, $65). The Inteligence Services Commissioner and

Interception of Communications Commussioner have oversight and assess to all GCHQ,

Security Service and SIS material m relation to BPD/BCD govemance (as applicable),

including that relating to sharing, were it to occur, The Tribunal bas upheld the adequacy

of the Commissioners’ oversight throughout (et least) the post-avowal period." See also"

17.1. BPD. The Inteligenco Services Commissioner Additional Review Functions

(Bulk Personal Datasets) Direction 2015, pursuant to which the Prime Minister,

pursuant to his power under s.59(a) of RIPA, directed the Intelligence Services

Commissioner to "continue to keep under review the acquisition, use, retention and

disclosure by the (SIA) of bulk personal datasets, as well as the adequacy of

safeyuards against misuse "and to “assure himself thet the acquisition, use,

retention and disclosure of bulk personal datasets does not occur except in

accordance with” the relevant sections ofthe SSA 1989 and ISA 1994 and to “seek

to assure himselfof the adequacy of the [SIASJ handling arrangements and thelr

compliance therewith." (emphasis added) (see Annex, §33)

"Since 2010 ae ease of BPD and sos Jal 2016 i the case of BPD (Other 2016 judgment, $4082).

9



172 BCD the Interes

all aspects of disclosure of BCD (see Annex, §33

Communications Commissioner has oversight over

).

18 The Claimants’ submissions in this regard are simply unsustainable, Th

Commissiones oversight over sharing disclosure of BPD/BCD It 15

important general sufegua

plainly is

‘against abuse.

Industry partners

19, GCHQ shares BPD/BCD with industry partners for the purpose of

ts safeguards are explained at §41 of the Anni

confirm nor deny whether bey share bulk dea with industry perness. Werethe

the policies wich apply to diselostre of BPD/BCD genzrally would apply

loping sts systems.

IS neither

o do so,

EU law

20, The Claimant repeats (st skeleton §§66457) sts submission that BCD may not be

transferred out of the EU, and that in relation to some of the data that may be held in

BPDs, the safeguerds idenuitied in Watson must be adopted. The Respondents have

ready responded to those submissions at Section E oftheir skeleton argument on EU

law and proportionality, and do not repeat their position

JAMES EADIE QC

ANDREW O'CONNOR QC

ROBERT PALMER

RICHARD O'BRI

3 March 2017
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lining within trace indicates sting,

1) The regime in respect of Bulk Personal Datasets ("BPD”) and Bulk Communtestions Datsets

(VCD) which is relevant to sharing by the Intelligence Services with fo ign

lisisonLEAstindusty partners principally drives from the following statutes,

Services Act 1989 (the SSA") and the Inelligence

b) she Counter Terre Act 2008 (“ihe CTA"):

©) the Huran Righss Act 1998 (“be HRA"),

4) the Date ProtectionAct 1998 ("the DPA"), and

6) the Official Secrets Act 1989 ("the OSA).

Security Commitee and the Tribunal These mechanisms have already been considered end

approved by the Tribunal in its October 2016 judgment. However, the Commissioner's role in

relation “o disclosuresharing of BPDIBCD is adtressed below.

23 Commissioner the Intelligence Services Commissioner,

The SSA and ISA

Security Service functions

3) By S12) to (4) ofthe Security Service Act 1989 (5

are th following:

SSA"), he functionsof the Security Service



“the proection of sona security and, in parar, its preecion against treats from

eplonage, terrorism and sabotage, from the activa of ents of foreign powers and fom

sztions intended to overthrow or undermine parliamentary democracy by political, Indutrial

or vole mean"

“to safeguard the economie metlbeing of the United Kingdom against threats posed by the

actions ex incesions ofpersons oxide the British Islands.”

“o actin support ofthe actives of police forces, the Nation Crime Agency and other kaw

enforcement agentes nthe prevention and detection era crime.”

4) The Security Service's operations are under the control of a Directo-Gencral who is appointed by

the Secretary of Stat (521). By 3.2(2\a) it isthe Director General" duty to ensure:

“that there ave eragercnts for securing that no information ts ebtaines by the Serie

cepts fer as necessary fr the proper discharge of ts fons or dslosey except so

ar as necessary for tat purpose o forthe propor of the presenten or detection of serous

rime or for the purpose of any criminal proceedings.”

SISfunctions

$) Bys.1(1) ofthe ISA, she funcion of SIS er:

“(a) to obtain and provide information relatingto she actions cr intentions of persons outside (9)
the British lands, and

(6) t0 perform other tasks relating tothe actions cr intentions efsuch persone”

6) By 3.12) tose fucctions are ‘exercisable one

“(ah inthe interests of national security, with particular reference to the defence and foreign

polices of Her Majes Government in the United Ki, ot

(6) in she interests ofthe economic well-being ofthe United Kingdom, or



(6) in support ofthe prevention er detection of serious crime.

7) SIS' operations are under the cortrol of à Chief, who is ap

(620). The Chie

by the Secre of State

er 5120) ofthe ISA to ensure:

lo that there cre arrangements for securing that no information ls obtained by the

Intelligence Service except 10 far as necessaryfer the proper discharge ofits finerions and
hat no infermation le disclosedby it except so far as nacestory.

fer hat propose:

Gb in the interests of national sec

(ii forthe purpose of the prevention or de ion ofseriour crime, or

(ty for the purpose of eny era proceedings

GCUQ functions

3) Bys.3(1¥@) ofthe ISA, the functions of GCHQ include the followin

p
a

"a o moniter or interfere with electromagnetic, acoustic and other emisions and any

“equipment producing such emissions adto obtain ad provide information derivedrom oF

latedto such emissions or equipment œud from encripted material

9) Bys 32) ofthe ISA, these func tons sr only exercisable

“(a) th the interests of national security, with particular reference to the defence and

foreign policiesof Her Majesty's Gasernment inthe United Kingdom, or

(2) in the interests of the economic wellbeing of the United Kingdom in relato to the

‘actions or intentions of persons outside the British Islands, or

(6) insupport ofthe preventon or detection of serious crime



10) GCHO's operationsare under the control of a Director, who is appossiedby the Secretary of Ste

CODE TROT

hat there are arrangements for securing that no information ls obtained by GCHQ

except 20 far at necessary forthe proper ducharge of ts functions and wat no Information

de disclosed by it excipt 50 far as necessary for that purpose or for the purpose of a

criminal proceedings.”

sections of each of the Inlligencs Servises, and the p.rposes for which those functions

per

provision is section

de exercised, are this prescribed by statute In addition, the duty-confering

(2Xa) ofthe SSA and sections 2022) and 4(2}(a) ofhe ISA, etherwise

ownas “the information gateway promsions”, plscz specific story ms onthe Information

that eachof the Intelligence Services ean obtain and disclose These statutory Eus apply tothe

obtaining and disclosing of information from oeo ether persons both in tke Usted Kingdomand

trod,

Counter-Terrorism Act 2008

12) By 5.19(1) ef the Counter-Terrorism Act 2008 CTA") “A person may dltclore information 10

any of the Intelligence services for the purposes of the exercise Ey that service of any ef itt

faonclons

13) By 5.1902) ofthe CTA:

“Information obtained by any ofthe intelligence services in conmection with the exercise of

ny of ite functions may be usedhy that service in connection with the exercise of any of ts

other fictions”

14) By 5:19(3) to ($) ofthe CTA, informacion obtained by the Intelligence Servicesfor the purposes

of any oftheir functions may:

2) In the case of the Secutity Servico “be disclosedby i — (a) for the purpose of the proper

dischorge of is farctions (0) for the purpose of the prevention or detection of serious crime,

or le) forthe papo of any criminal proceedings." (5.19G3))

4
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e
,

D) In the ease of SIS “be disclose Ey it~ (a) for the purpose of the proper discharge of lis

ferctons, b) in the interests ef national security, () forthe purpose of the prevention cr

detection of serious crime,or (8) for he propose ofey criminal proceedings * (5190)

0) Inthe case of GCHQ “be dirclosedby it (0) for the purpose ofthe proper discharge of la

sto, or (8) for the purpate of ary criminal proceedings" (185)

15)By 5.196) any disclosure under s19 "ces not Breach=

(a) ary obligation ef confidence eedEy the person makingthe disclosure, or

(6) ay other restriction onthe disclorare of information (kawever imposed)"

16) rurthersore:

3) 3:19 does not affect the duties imposed by the information gateway proviss

SAN) ofthe CTA}

s (NT) and

by by 5202) of the CTA, noting 3.19 * shorts a disclosure hate

(a) contravenes the Data Protection Act 1998 (629) or

(6) ls prohibited by Port 1 of the Regulations of investigatory Powers Act 2008

29"

17) Ths, specific story limits are imposed on the information that

obtain, and onthe information that it can disclose under the CTA.

Intelligence Services can

Tac HRA

18) Art. 8 oftheECHR is a “Convention Fight” forthe purposes of the HRA: 5. 1(1) oftheHRA. Art.

8, set out in Sch, I tothe HRA, provides as follows

“(a) Everyone hat the right to respect for his private and family fe, he home and his

5



correspondence

(2) There shallbe no interference by a public authority with the exercito of this right except

Such as às in accordance with the law and Is necessary in a democrasie society in the

insere of national recur, pubic safeor the economle wellbeing of he country, for the

preventof disorder or crime, forthe protection of healthand morals, o or the protecnonof

the rights and freedoms of there.”

19) By s 60)

“ir te sola for a public authority o act ln a way which de incompatible with a

Convention right”

20) Each ofthe Inteltigence Services ls a pubic authority for this purpose, Thus, when underaking,

imerferes with Art. 8 righ, the Respondents must (amorg other things) a

s of BPDBCDvtelated activity, the HRA

suthorisetor/eequistin, useiaccess, disclosure, rstention

any act

proportionately and in accordance with law In

applis at every stage ofthe proces

snd deletion.

21)S Tl) of te HRA providesin relevant part

“A person who elas sha a publi authority has acted for proposes to at) in a way which

de mode inte!by section 6) mag

(@) bring proceedings agains the authority der this det tn the appropriate court or

shoal

‘The DPA

22) Each ofthe Intelligence Servicesis a daa controller (as defined im, 1(1) ofthe DPA) sa reason

to al the personal date that holds. "Personal deta" s defined in .1(1) ofthe DPA as follows.

"dota which relate toa ing individual who can Be identified.

E from thane data

dt from those data and other information which isin the posessionof ls likelyto come

into the possession ofthe dara controller, and Includes any expression of opinion about the

inclu and any indication of the intentions ofthe data controller or any other person in

6

Y



respect ofthe individual.”

23) sofas as che obtaining ofan item of inform:

an isterference with Ar. 8 righ, that tem of

jon by ary ofthe Intelligence Services amounts to

lin general amount to persona! data,

24) Consequeraly as a data controller, the Respondents ave in general required by s. (4) ofthe DPA

to comply with the data protection principles in Part L of Sch. 1 to the DPA. That obligation ls

subject to ss. 21) and 28(1) ofthe DPA, w

te dun prosecion pri

rational secur".By 5. 282) ofthe DPA, a Ministermay certifythat exemption from the deta

‘exempt personal data from (among ther things)

ipes if the exemption “is required for the purpose of safeguarding

protection principles is so required. Copies of the misisterial cenificates for cach of the

emifiates cent that personal daa shat are

ence Services’ functionsare exempt from the fist, second

Imeligense Services are avallzble on request. Th

ofthe Inetprocessed in performs

nd eighth data protection principles (and are also exempt in pat fom the sixth data protection

principle). Thus the certificates do not exempt the Intelligence Services fom their obligation to

comply wath the fith acd seventh data protection principles, which provide

“5 Personal desa proces for cry purpose or purposes shall not be bet fr longer than

is necesfor that parpoce or re purposes.

7 Appropriate teca! ond org

or unlawful processing of person

sional measures shall be taken against wiauthoriced

ota and ogotnst accidental loss or destruction of or

25) Accordingly, when the Res

are oblige.

8) not toleep that daa for Longer tha [s necessary having regard to the purposes for which they

Have been obtained and are being retina / used, and

b) So take appropriate technical and ergensational messures to guard against unauthosised or

"The ter “processing” is broadly dere ins. KI)of he DPA to Include (amongcer things), obaning,
sssonling and using.

“The sonent of be cbligtion imposed ty the seventh data protection principles futher elaborated in $4912

far ME Sen. tthe DPA.



data ia question and agas! accidental loss ofthe data in question.

Tee OSA

26)A member of the igerce Sernces commits an offence if “without lawful authority he

fates any information, document cr other artice relating to security or intelligence which is

cr har been in his possession by vince of Es positon as à member of any of those services”: 5.

1) of the OSA. A disclosure is made with Inwful euthorty if and only Hy it is made in

ascontance with the members official duty (6. 1) of the OSA). Thus,

dy a member of emy of the Respondents that is e. in breach of the relevant

“arrangements” (under s. AXE) ofthe ISA) will amount to a eruinal offence. Conviction may

lead to an impisonenent for aterm not exceedingtuo years andícr a fine (S. 10(1) ofthe OSA).

isclosure of

FFunher,a member ofthe Intelligence Services commitsan offence if he falls to take such ext, to

“vent the unauthorised dlselosune of any document ot other article relating to security or

imeligente which ls in his possession by vinue of his position as a member of any ofthose

services, asa person In his positon may reasonably be expected to teke See s 81) ofthe OSA,

eoding threeas read with5, I(2), Conviction may lead to an imprisonment for term note

mos andora fine (8. 10(2) ofthe OSA},

28) The Joint SIA BPD Policy, hi

cach of GCHQ, the Security Series and SIS foe sharing BPD [SIS statement, 33.17].

came into force in February 2015 sets ou: agreed policy for

=D, Sharing

AM three Agencies Have a common interest ia acquiring ard interrogating BPD. As 2

panerple, all thee Ager eek to acquíte once and use many times,onthe groundsof
business effectiveness and efficiency. The following policy statements apply tothe Agere

When sharing BPD the supplying Agency must be satisfied that it is necessary and

preponionste to share the data with the other Agency/Agencies: and the receiving

AgeneyiAgencies must be satisfiedthat ts necessary and proportionate to acquire the data in

question. A loz of data sharing willbe maintained by exch agency



‘The sharing of BPD must de ewthosised in advance by a senior individual within exch

Agency,and no actionto share may be taken without such authonsation,

Agencies must protect sensitive dtases (or certain fields within a dataset) when sharing, if

the risk o intasion in doing so is no: judged to be necessary ce proportion

BPD must pot be shared with non-SLA third parties without prior agreement from the

sequiring Agency:

arg BPD to be sharedwith overseas late the relie necesir and pronontonaliy tes

29) The OPEN BPD Handling Arrangemenss wich came irto force in November 2015 [2/B/183-193]

address disclosureof BPD at $452,6,1-67 and 8 I:

“82 In relation to information in bulk persoral datesets held, exch intelligence Service is

obliged to put an place the following add

—Before accessing or disclosing information, individuals must also corsider whether doing so

would be proportionate (as described in paragraphs 4.4 above and 6.3 below), For instance,

they must consider whether othe, less intrusive methods can be used to achieve the desired

outcome; (288)

6.1 Information in bulk personal datases held by an Intelligence Service may only be

- disclosed to persons outside the relevant Service ifthe following conditions are mes

B ‘+ thatthe objective ofthe disclosure falls within the Service's statutory functions or is for
the additonal limited purposes set out in sections 2(2Xa) and 4(2Xe) of the ISA 1994 and

section 2(2Xe) ofthe SSA 1989:

+ that ¡Ls necessary to disslose the information in questi

objectives

+ thatthe disclosure is proportionatetothe objective;

‘+ that only as much of the information will be disclosed as is necessary to achieve that

chine

in order to achieve that

When will disclosurebe necessary?

62 In order to meet the ‘necessty* requirement in relation to disclosure, staff must be

satisfied that disclosure of the bulk personal dataset s "really needed? for the purpose of

discharging a starter function oftht intelligence Service,



‘The discloture must also be “proportionate”

163 The disclosure ofthe bulk personal dataset must also be proportionateo the purpose ia

question. In order to meet the “proportionality” requirement, saff must be satisfied tht the

level of interference with the individual's right to privacy is justified by he benefit to the

charge of the Intelligence Service's statutory functions which ds expected as à resul of

disclosing the data and the imporance of the objective to be achieved. ff must consider

hate there isa reasonsble alternative tht will still meet the proposed objective- Le wich

Involves les intrusion For exemple, this could mean disclosure of individual pieces of data

cor of sube of data rather than of the whole bulk persocal rer

64 Before disclosing eny bulk personal data, sta must take reasonable steps to ensure thet

the intended recipient organisation has and will mairigín satisfoctory arrangements for

safeguarding the confidencial of the data and ensuring tat itis securely handled, or that

fey have received satsfactory assurances fiom the intended recipient aspanicaion with

respectto such arrangements.

65 these conditions must be for all disclosure, inch betacen the Intelligence

devassa su

67 Disclosure of the whole (or a subset) ofa bulk personal dataset is subject to intemal

authorisation procedures in addition o those that apply to an item of data, The aushonsstion

dataset itis proposed 1 discos (in whos or in pan) and seing ou the operational and legal

Jason fer the proposed disclosure along withthe ger information specified in

Jargragh 47, and whether any esveas or restrictions soul be applied

<scloare, This e so that the seior manager cas then consider he fetos in paragraph 61,

with operational legal and policy advice taken as appeopise tn dificu cases, te relevant

eligen Service may seek guidance ora decision fom the Secretary of Sat” (27190.

wn

30) Inadditon

"8.1 The acquisition, rertion and disclosure ofa bulk personal dataset is subject to scrutins

in each Intelligence Services by an interal Review Pazel, whose function is to ensure that

each bulk personal dataset has been properly acquired, that any disclosure is proper

tified, that is reteion remains necessary forthe proper discharge ofhe relevant Service’

searstory functions, and is proportionate to schieving hat objective” [2/B/191-192]

ActionOn Process

31) Any data shared with ater organstions woul be share oo the basis hat matt not e shared

beyond the resipent onpariaien unless expliily agreed in advance, or approved through the

x isa process which is used by esch ofthe STAS.on process Action:



‘Commissioner oversight

er Addi32) By the Intelligence Services Commis Review Functions (Bulk Personal

Datasets) Direction 2015, the Prize Minister, pursuant to Hs power under 5.59(0) of RIPA,

directed the Inteligence Services Commissioner to “continue fo keep under review the

acquisition, use, retention and disclosure bythe [SIAS] of bulk personal dataset, as well asthe

leguas of safeguards against misuse ” and to “assure Mmelf that the acquisition, sxe,

retention and disclosure of bulk personal dataset doesnot occur except in accordance with the

relevant sections efthe SSA 1989 end ISA 199% and to ‘seek torno himself ofthe adequacyof

the (SLs handling arrangement and thir compliance therewith" (omplasis ade)

33) The Intelligence Services Commissionet has oversight and access to all SIA material in relation to

BPD/BCD complience, including that relating to sharing. For the avoidance ofdoubt, that would

extend o any activity ofthe SIA, were ito take place, relating to BPDS, including staring wah

partnersor giving partners re

‘Breachesof safeguards

34) ln the event that any of the SAS policies and safeguards in respect of sharing BPD were

breached, the relevant Agency would report ar

Commissioner; investigate the breech, conside:

continue to share, if end to the extent that any Agency saff bad commutted th breachin question,

consideration wouldbe given to disciplinary proccedings.

echo

35) Section 9 of the GCHQ BPD Handling Amangements welch came into free In November 2015

[8110-119] addresses disclosure of BPD at section 9 [3/115-116]

Disclosure
9.1 Where the resuls of bulk personal dara analysis are disclosed to partner or customer

organisations, tis must be done via standard reporting mechanisms, which ensurerelease of

GCHQ intelligence in secure, accountable, legally compliant maser.

follow



36) The form referred so

946 The Authonsewil conside

be content ofthe detset: sur ofthe pesos information it contains,ts nmsieress

ad sensitiv

the nature and eten ofthe corporate sk the disclosure would ent,

= the necessity and peogonionaliy of the disclosure, including whether itis genauely

recesery ard proporionas to dsclosethe whole due, or wheter à subset will met the

red

— whether any cavas or resttons shoul be app nd

= e receiving organisation's arrangements for safeguarding, sing end deethe deta ~

GICHO will seek ational eeassurances for the receiving orgesiscion in this regard fhe

Authoriser deems it necessary

9.4.1 of the GCHQ BPD Handling Arrangements is GCHQ Bulk

Personal Data Acquisition Retention (BPDAR) form [441.87], which, nte ala

a) Requizes the necessity and proporiozaliy case for sharing BPD to be set out “ifdr ds

proposed to share some or all of fhe] dataset with external crgenisaron ate tian that

which providedthe datato GCHO in the fist place”[3150 and

b) Requires idemifestion of whether the BPD comaíns any sensitive personal dat, and if so

what kind [343

‘GCHO Peticy on sharing BPD with foreign liaicon LEAS

37) GCHQ operates on he bass that operational deta of any sort may only be shared if necessary

for one of GCHQS suvurory functions, and, as far as GCHOS intelligence gathering function is

concerned, inline with one ofthe thee purposes for which that function can be exerciod. Thi

set out im GCHQS Compliance Guide. All sharing is subject to compliance with al relevant legal

sofepuanls, and there is a requi ert that recpierts must accord the material a level of



protection equivalent 10 GCHQs own safeguards, The assessment of whether a partner's

safeguards meet “bis standard is 2 mater for the Mission Policy team, ln periershup wath

epanmertel legal advisors and other specialist tears as epproprins As a matter of policy

GCHQ applies the safeguards required by RIPA 10 21 oporatozal dete even if was not obtained

under RIPA powers, so hi isthe standard that must de met, Sharing ss also subject to polisy

approval by an appropriately senior member of the Mission Policy team, unless an explicit

delegation of spprova! authority has been made. Policy approval may be subject to appropriate

‘teringor sensation of he date being appliedto protect sensitive material or equis,

38) The Compliance Guide makes clear that, a Tine with the RIPA Inerceptioa of Commi

Code of Practice, parler cons information

(hich includes, iter alia, material that is legally prwvileged, and confidencial joumahstic

information) is involved. Special care must be taken to ensure that the acquisition, analysis,

rétention and dissemination of such material is necessary and groportionats, Thus covers any

sharing of such data wish partners. Any sharing ofBPD in whole or in par is subject to formal

approval by Deputy Director Mission Poley who will take imo court the potential for such dasa

to contain confideatil information end ensure that this is removed from the data tothe extect

possible (ez. by the removal of particular fields from daasets) and will require the application of

fon shouldbe given In cases where confident

additional or more stringent safeguants where appropriate

39) Were GCHQ to share BPD with foreign ltfsono LEAS, then it would,

3) Follow the principles and approach set out in lr respectivo Handling Arrangements acd

poliey/guidance,

b) Take into account she nature ofthe BPD thet was dus to be disclosed.

6) Take into accountthe nature‘remit ofthe body to wh

BPD.

àthey were considering disslosing the

d) Take into accountthe approach taken by any other SIAs who may have shared bulk deta and

ave regard to any protocols/understanding tha the otr agencies may have wedfollowed.

$) Depending on the individeal clxcumstance, seek assurances that the BPD in question would

be handled in accordance with RIPA safeguards Le. that it would be disclosed, copied,

distributed and retained only 0 the minimum extent necessary for the purposes of RIPA (ia

B



‘the interests ofNasional Security, for the purposeof preventing oe detecting Serious Came, or

for the purpose of safeguarding the economic well-being ofthe UK.

40) In addition, were GCHQ to give Mto partners andlor law enforoement agencies rem

to nin queries o BPD, it would apply safeguards which would put partner analysts om the same

basis as GCHQ analysts. In particulas, GCHQ would,

levant taining (including legalities ironing),be

assessed as having suficlent analysis sis, andto have all necessary nationality and security

clearances,

b) Require all queries so be accompanied by cecessty and proportionality ststements which

‘would be subjectto audit by GCHQ:

$) Requite analysts to comply with GCHQ's Compliance Guide end other BPD policies and

wards conceming roces», retention and use (2 set out in the Cross-SIA and GCHQ BPD

Handling Arrangements)

3) Comply wi a safeguards reganling the treatment of LPP and jo

nd the Compliance Guide.

raise material

SCHO poli on sharing BPD with industry paren

ral data witGCHO may share operat industry parmers for the purpose of developing and

testing new systems. Actual operational data would only be shared for such purposes if it were not

possible to use standardised compases of nomopersionel data. Any sharing would be of the

ini volume of dara necessary to develop or tet se system, In al! cases the data Would be

data that can serve the purpose. For this reason any data known of belived to

be used; similar data that does rot contain such

sed instezd Wherever possible data shared with industry partners be held

02 GCHQ premises, where most ystems developmen: takes place, filing that se data must be

on secure acd accredited corpora premises in he UK AJ sharing ofdeta with industry à

recorded on a Raw Data Releass Request form which must be completed by a member of GCHQ

hofs sponsoring the activities ofthe industry partner. This form (wich is used for certain other

forms ofdata sharing whieh do not involve BPD) requires the sponsor o describe the purpose of

the sharing and the detals ofthe data they wish to release, Ifthe data isto leave GCHQ premises

they must specify where i isto go, and how it will be transferred, The form requires the sponsor

contain confident information would

rater would

1
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42) The MIS BPD guita

to detail the name, organisation and jb tts of the individual who el take responsibility for the

data on reset, how mary people atthe recpien: orpanssaton will have access for how long the

ata will be retsined end whatwill be dons with it once the project Is conepleied, These requests

aro assessed within the Mission Policy team and may be escalated up to the Deputy Dire:

Mission Policy were appropriate. Mission Polley wall assess each proposal to ensure thatthe

sharing is beth necessary and propoctionst anos ofthe request there

are concerns about proportions!

Security Service

ofMarsh 2018 addressed shariag/Cselosure of UPD as follows [1/0]:

“Shang Bulk Personal Data

The sharing of BPD is carefully managedto ensure that disclosure only takes place when its

Justified on the basis of the relevant story disclosure gateway. The decision to share a

BED outside the Secunty Service rests with a seniorMIS cial on bebalfof DSIRO.

Staring wi s

To the extent the SIA all have a common interest in acquising information for national

security purposes, may be lawful for MIS to share BPD with SIS er GIO, Within he SIA,

the relevant gateways for these purposes are () section 2(2)() as far us dissloste by the

Security Service is concemed, and 2(2y.a) and 4(2Ka) respectively of

ServicesAct se far as asquisidonby SIS eng GCHQare concerned,

In relation so each das, there are two sides so the information transaction, whereby both

thedisclosingand receiving agency haveo be satisfiedas tothe necessity and propericnaity

of sharing a pancslar dataset, MIS need to establish in each case that beth () dis

the Security Serves under section 2(2Xa) is necessery forthe proper discharge af the Security

Service's statutory function of protesting national security, and also (i) that acquisition by

SIS and GCHQ Is necessary for their respective sttutory fonctions in respect of nacional

security under sections 2(2Xa) and 4(2Xa) respectively ofISA.

In ciccumstances where GCHQ or SIS identifies 2 requirement, they should ciscuss their

requirements withthe relevant MIS data sponsor. Ifthe requesting agency and the MIS data

sponsor believe there is a business case to share the data a formal request must be made co

MIS via azelescarorm [REDACTION] The relevant datz sponsor is then responsible for

submiting dhe elos form.

Therelevaom

Tos eles feos outlines the busines ease submitted by te requesting Agency, des

the dara requested, the necessity and proportionality case for disclosure of that data and the
proposed data handling arrangements, This must be approved by the relevant data sponcorina,

15



txnloe M oficial before being submitted to herelevarteam who will consul: adega!

acte on the legality of disclosure and the relevant technical feasibility

senior MIS oficial will confirm the strength of the business case for shari

sufficient, and any socuriy, ethical and eputtional risks have been adequately considered.

[REDACTION]

Once the relevant fiom le approved by q sair MS onal arrangements il be made for

ably ace

physical

‘Sharing outside the SIA

Mis seither confirms, nor denies the existence of specific BPD holdings 19 organisations

SIA or a limited number of individuals within OSCT, Therefore any request to «

asetion other than GCHQor SIS should reiterate this position as the

requestor should approach the provider themselves, Attempts to ascerain MIS BPD hol

byron SIA organisation should be reported to dhe pelerant team.

In the event that à formal request is made to MIS for BPD to be shared, the same legal

disclosure ests wocld need to be applied as when sharing with BPD partners. The requestor

‘would also require a legal gateway to azcuite the data, which the Security Service Would need

tobe satisfied met the test of necessity and proportionality. AL] enquiries shouldbe directe to

fe senor MIS oficial”

43) The Securiy Service Handling Arrangements ih

13] address disclosure outside the SIA in section 6 [1/109-110].

me into force in November 2015 (1/101-

“60Disslowure

6.1 The disclosure of BPD is carefully managed to ensure tha it only takes place when its

justified on the basis of the relevant terry disclosure gateway. The decision to share a

[BPD cursi the Security Service rests witha senor MIS cell"

“62.1. Information in BPD heldby MIS can only be disclosed0 persons ouside the Service

if the following conditions ae me

+ that the objective of the disclosure falls within MIS" statutory functions or is for the

asditional limited purposes set cut in sections 22X) and 4 ISA 1994 and

section 2(2Xa) ofthe SSA 1989,

+ thatthe disclosure is proportionatetothe objects

+ that only as much of the f

objective



622 tn onder to

satisfied that disclosure of

eet the *necessity’ requirement 52 relation to disclosure, staff must be

BPD is ‘ceally needed’ for the purpose of discharging a

er there is a reascrable alema

ves Jee intrusion. For example, thiswall sll meet the proposed objecive ~ Le, which

could mean disclosure of individual pieces of data er of a subset of date rather than of the

‘whole bulk persons! data.

Josue ofthe BPD us: also be proportionate tothe purpose in question.

that he level of

ieterference with the individual's right to privacy is justified by the benefitthe dscharpe of

MIS statutory functions which i expected as a result of disclosing the data and the

Importance of the objective tobe achieved.

624 These conditions must for all disclosure, including between the Intelligence

Services. They epply equally tothe disclosure ofan entire BPD, a subset ofthe dataset, or en

indvidsal piece of data fom the dataset,

625 Disclosure af the whole (or a subset) of a bulk personal dataset is subject to peor

intercal azhossaion proceduresin addition to the requirements in 62.14.23 above, Where

these requiremens ae met, the BPD is formally requested by the request Agency from,

MIS through an agreed disclosure procedure using dheselevonom. The relevant desa

sponsoris then responsible fr suring theréafrm that wil sec autorisation within

MIS,

626 The pelesanr form outlines the business cese submitted by the requesting Agency,

etalingthe data requested, the necessity end propostonaltycase fer disclosure ofthat data

end the proposed data handling arrangements. Daclosure of the whole BPD(or subset

thereo) is only permuted oncesuch authorisation has been given under thls process. Once she

asthorsation has been given, arrangements will be made for the data so bs disclose tothe

relevant acquiing Agecey”

63 Disclosure to liaison services

63.1 [REDACTION]

63.2 There are however some circumsaness, such as a pressing operational requirement

“aber disclosureto a Elson service [REDACTION] may be necessary and proportionate in

the interest of national security. ln this event, the seme Jegal disclosure tests would need to

be applied as when disclosing to SIA partners, and the relevantfarm would have to be

completed, MIS would need 19 be satsfiedthat disclosureo the relevant liaison service met

‘he dual tests of necessity and proportionality. All enquiries should be directed 10 the data

osease team. Prior to disclosure, staff must (3) take reasonable steps to ensure thatthe

lisison partner has and will main satisfectory arrangements for safeguerting the

‘confidentiality of the data including with regardo source protection and the protection ofthe

privacy ofthe individuals inthe BPD) end ensuring €(b) ave

received seisactory assurances from



44) Tae “relevant form” referred to at $562. 62.6 and 6.3.2 of tte Security Service BPD Handing

Arrangements is the “Form for Sharing" {189.93} ls costas, foe:ada, provi

3) Consideringwhether the BPD contains sensitive personal daa, including but not restricted

Josrmalistic and legally privileged materia [1790]

by Access restrict ns the “arrangements agreed to ensure materialie hand securely and

what access corel val he applied” must be stated (190)

€) Agreed caveats elation to the handling ofthe material must also beset out (1990)

©) The “Busi don & Privacy Assessment” requires the statutory purpose and a

necessity and proportionality assessment to be set out [V90-91}, and approved hy a senior +

MIS oficial,

©). The technical feasibility of disclosure mustbo approved by the releva chica) team (1/92)

D Legal approval or étetosure must also be given by a legal adviser (1/92),

8) Final approval must alsobe given by DSIRO er designated person [119293]

‘Security Service Polity on sharingSPD with foreigo linison LEA indu partners

45) Were the Security Service to share BPD with foreign lisisonor LEAS,

siste th

then would only share if

a) Such sharing was for ene of the Security Services su

‘ditions! purposes set ou in s A2X 9) ofthe Secumty Service Act 1989.

story purposes, or one ofthe limited

b) His necessary to discloseth information in question in order o achieve tha objective:

©) That the disclosure would be proportionate othe objectives

6) That only as muck of the information will be disclosed as is necescary to achieve that

objective.



©) As set out at 863.1 ofthe Security Service BPD Handling Arrangements, the Security Service

would also (8) tako reasonable steps to ensure that the luison partner has and wil

satisfactory arrangements for safeguardingthe confidentiality ofthedata (includingwith regardto

that iis securely handled, or (D) have received satisfectory assurances from the lis son partner

ton and the protection ofthe privacy of the individuals in the BPD) and ensuring

with respect to such aengements,

46) When deciding whether or not to share wth foreign partners, LEAS, or industry partners, and

ions om sharing, and df so what conditions,the Securiy ServicewhetheroF not to

would also:

3) Take into account the epproach taken by any other SLAs who may have shared bulk dasa and

have regard to any protocols/understandings that the ether agencies may have usedfatloned

(see, for instance, $$37-41 above in respect of GCHIQ end 8647-63 below In respect of SIS),

b) Take into eccoust the naturitemit of the body to which we the Security Service was

disclosingthe BPD;

6) Take int account th nature ofthe BPD that was dueto be disclosed,

les and approach set out in thelr Handling Arrangements and

sis

47) SIS'* Bulk Data Acquistion, Exploitationend Retesticn poly [37390-394] provided for 2009

ones that

1



771 The sharing of BPD is eareully managed to ensure that disclosure only akes place when

1: is Justified on she basis ofthe relevant statutory disclosure gateway. The decision o stare a

BPDostideSIS resist with the seniorSUS oficial” [31412]

19) The aider

"73 date event that SIS deemed It wns necesa q peopatlonate jo dislase BPD toa

ze he ce esol disclosurees ould need o bs applieda when sharing ith

laa SN abi tutor dance se do ne vi di deal

inthe eve a SIS vith 5 TER
D a Poe inlineat BPD.

D id fr te RED. ase An leres cf

to a o pot ad amd laa ad ml e had

732 The disclosure of BPD is carefully managed by theeeleuantem to ensure that

disclosure only oscurs when st 15 permited under ISA 1994 and thet clear necessity and

selosure of BPD rests with gsenior

ficial nthe relevant east” (31413)

SIS Policyon during BPD wih foreign linison and LEAS

[SeeSIS's statement of 3 March 2017, 8510224]

Had a sufficient understanding ofthe daca handing regime En the recipient omaristion so enable

SIS to make à reasoned judgment as to whether disclosure was nats inthe

circumstances. As part of this “dus E to be relevant

‘consideration: the anticipated benefito SIS, the recipient partner's requirement 10 bain BPD;

and the nature and extent of ary Handling arrangements for BPD within the secplest pariner

organi porteur in elation to access, examination, storage nd onward Esclosue ofthe
[BPD andior information derived from 1). In addition, SIS would seek guidance from the rec

partner as tothe legal provisions applicable in thet partner's jurisdiction, including whether there

‘were any legal obligations that were likely to prevent compliance with any restrictions that SIS

would wanted to place on the use of the BPD, SIS's approach to this process would be

informed by its existing Knowledge of and lationship with the recipient partner (including

Kcowledge and experience ofthelseapabilites, intent end practice).

51) Further, specfcaly in relation o fo on and LEAs, SIS would consider say proposal to

Share ong caseby case bass, king ato ascourta number of factors"
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Whom they would be shan ig This ireludss consiceingthe

igence with that partner thle data capas

and thelr history of compliance, e revioctly shared dasa or where SIS has

shared actionable illigence

and practices;

b) The purpose for which itis enviseged BPD will be shares, This covers two considerations;

nesessiy case for SIS AL the highest level cis means that there must be a

requirement to share the BPD to essist SIS in meeting one of the four purposes for which

{information can be shared under section 20) ISA. Secondly, the purpose for which SIS

understand thot the recipient partner wishes to obtain BPD.

Ducditizense

52) The due diligence exercise would seek assurances from: the proposed ros

aspects ofthat parmer's goversence. The sim would be to esteblish that they have in pice

equivalent standards as would apply to the Ageney's own sta and procedures. In practice,

spesiñ nature ofthis due diligence exercise may well be tallored on a case by ease bass end be

subject o, for example, the par

existing relationship with tha: partner, The sorts of questions that SIS would seek satisfactory

Jar conret of the proposed arrangement oF the nature of

answers lo ender to provide sesfactory assurance of equivalent sundards are likely to include

(out ot be Emite 10) the following ares:

2) Relevant questions of law and policy: for example, is the partner orgacsation subject to

provisions im law intercational or domestic) that would govern “heir use of bulk data? Are

they governed by eme that wouldte their use of bulk data to specific

purposes? Are they subject 10 any legal obligations or policy comments to protect the

personaldata or human rights of unividusls?

stantory requis

b) Acquisition practices: for example, what foctors woul! the partner ergansstion take isto

account before acquiring bulk dats? Would necessity and proportionally be censitered? Wo

‘would take part in the decisionsmaking processand how would i be recended?

©) Authorisanon protocols: for example, what process would the partner organisation apply to

authorise the reestion end explosetin of BPD? What would the riera be tht would be
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applies o establish ta ts Bot necessary’ and proportionate o retain and use data? ol

legal duce be obtained?

Data mgestion: for example, how would BPD be stored within a partner organsstion” W

‘would the system arclutesrore be? What other data wouldbs sored on he systemcr systems?

What access control mechanisms would be in place for raw and processed dasa?” Would

access contol be determined by role? Would specific raining be provided (ins

‘elation to Ingalipolicy concerns) before access is granted toa system holding bulk data? Ate

‘there categories thet would be consideres sensitive or privileged either by law or policy?

Woeld ingestion of daa of this type subject 10 additonal considerations? Would here be

ions for data ofthis ype ot the pol ofaccess?

Use: for example, into whi

What would be the main purpose ef the 10012 What would a user be required to consider

before searching within bulk data? Would the user be required by law to think shot the

necessity and proportiocaltyandi the direct and collateral intrusionof cordueting a search?

How would suck considerations be recorded? Would the tool limit the nature of extent of

by a user? What safeguants wouldbein place to prevent misuse of BPD? Would user

activity be subject to any auditing or monitoring? Wat would the consequences of an

PD be? How would SIS be

notified of eny flluc to comply end whet power would they have to dictate consequences?

‘ooks) within the partner organisation would BPD be geste?

ividual faro so comply with the lawipoliey on th

Disclosure for example, what safeguards would bein place within the recipiet organisaon

to ensure Action On is obtained before any action, scluding the passing cf information to à

turd pay. as then oz information derived from BPD? Are there Jegal oe policy requirements

to ensure tht the passing of any information meets certain criteria? How would a uses know

that a particular piece of data requires Action On before they can use it? What would the

prosess be for gang Action On?

ole, what process would be in place in the rec

ion to review the necessity and proportionaliy for continuing to cera and expt

BPD? Wat would be the parameters for the review, and what erveria would be used to judge

necessity ard proportionality? What wosld the process be to delete eta? What would the

procedurebe for deleting and destroying data?

(Overnight for example, what would be the intel andlor exteral oversight arrangements la

place within the récipient orgacfsation to aut the acquistion, retention end use of BPD?



$3) There as a number of ways in which a due diligence exercise might be pursved and could, for

example, include a visit by SIS policy and legal staff to a potential rociient to observe and

discuss their systems and processes. The process would be designed to exsure that SIS would

have a comprehensive written record ofthe way in which the resiplectparnce would handle BPD

(covering all the matters set cut at paragraph $2 above); as well as the domese legal and

compliance regimeto which hey are requiredto adhere,

54) Any sush due diligence exercise would necessarily be bespoke and tailored to the partner in

question and the pasucular circumstances ofthe proposed sharing arrangement, The questions set

out in paragraph $2 exe sad reter exha is likes

such due diligence exercise would be an iterativo process. Supplemensuy que

required fo elwriicaion end to gain

governante arrangements, tis likely that SIS would seek to valida

cof in person’ discussions with responsible officers of the parer organisation and by reference to

internal policy documents, forms, codes of practice and training materials.

ve nor a pro forma,

nan accurate and complete picture of a potential partner's

assurances given by means

sfactory acsurances, or if the$5) Ifa due diligence exercise did nos result in the obaining of

veracity of assurances obtained was in doubt, the Agency would not shere bulk data, In any

formalising agreement or memorandum of understanding, the Agency would set eut the

cucusmstances under which the arangement coulé be halted if there wes concern or evidence that

arrangements were not fete.

‘Agreementio share

56) Were SIS to be satisfied wath potential recipient's data compliance following a due diligence

exercise, SIS would then proceed to set out and agree with these deta of ee

agreement lo share, The detail of the agreement might vary with each individual récipient

‘dependingon the clreumtirces ard he nature of SIS's restionstip with thea.

pie parce 2

57) Were SIS to agree to share BPD with a particular ceeiplene pastor, the sharingof each subsequent

dataset would be considered on an individ basis. Any decision to share would be subject to a

formal and recorded decision making process and would involve the input of a legal adviser

‘where necessary. Considerations would includethe necesily and proportionality case for shanng,

and how SIS think the rsipfen partner will use the deta. SIS would also always consider whether

»



idsted Guidance applies. The formaland recorded decision-making process

‘would ensure thatthe approach to sharing outside of SIS is applied in «consistent manne.

8) SIS would ensure that dotasetspeci handling instructions would accompany esch BPD shared.

$9) The principe! way in which compliance with the BPD handling instruct

ls through the Actien-On process. Thi

make active use of SIS in

‘would be monitored

Is the process whereby a customer requests permission to

sente (see $31 above).

60) Any cata shared with other organisations would be shared on the bass that it must not be shared

beyond the rei organisation unless explicitly agreed in advance, or approved through the

Action process. Ation-on sa process whichis used by each ofthe SIAS,

61) Were SIS not to receive Action-On requests wate expected, this would be invested

2) la addition to the Action-On process, SIS would conduct regular meetings, vis and discussions

‘with any partners who might be sn receipt of data ses, This would ensure that SIS partners

would be aware ofcharges o SIS's legal and compliance regime, end would ensble SIS to brain

changing tecênical, legal and compliance regimes of any partners. to that

‘way, SIS would be able to assess on an ongoing basis whether the Eandling amangements and

‘ther requirementstht might apply Lo (he sharing process remainft or purpose,

informacion about ts

SIS Pol on sharing BPD with indus parce

63) Although SIS can ne'er confirm nor deny whether 1 has agreedto share or in act shares DPD

wit industry partners, were to do so, it would,

3) Fellow the principles and app

polieyiguidance;

ch set cut in SIS's Handling Arrangemente and

b) Take into account the nature ofthe BPD that wasdue tobe disclosed,

6) Take into account the rature ofthe body to whichit was considenag disclosing the BPD.
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13 which came into force in November 2015 address

disclosure of BCD (at 444.1 10 4.4.6) [98201-202]:

“44 Disclosure

441 The disclosure of BCD must be carefully managed to ensure that it only takes place

when i is justified on the bass ofthe relevant arstory disclosure gateway The disclosure of

an entre hulk communications darse, or a subse, outsidethe inelligence Service may only

be euthorsedby a Semor Oficialor he Secretaryof State

442 Disclosure of individual items of BCD outside the relevant Intelligence Service may.

‘only be made if the following conditions are met:

= atthe objective of be disclosure fills within the Service's stator fusctions or is forthe

addsional limited porposesset ou: 1 sections 2(2Xa} and 4(2Xa) of the ISA 1994 and section

2(2Xa) ofthe SSA 1989:

“that itis necessary to diclose the information in question in order to achieve that objective,

+ thatthe disclosure is proportionate the objective:

= that only as much ef the information will be disclosed as is necessary to achieve that

objective

When will disclosurebe necessary?

443 In order to meet the “necessi

relevant Intelligence Service and (asthe case may be)

that disclosure of the BCD is “rely needed” for the purpose of discharging a sttuiery

function ofthat Intelligence Service,

‘The disclosure must also be “proportionate”

4.4.4 The diselosureof the BCD must alsobe proportionate to the purpose in question. In

order to meet the “proportonali" requirement, staff inthe relevant Intelligence Service and

(ste case may bs) the Secretary of Site must be sadsicd that the level of interference with

the rightto privacy of individuals whose communications daa is beizg disclosed, both in

ton to other Insividuals who may be of

tof dsclosingthe daa andthe Importanceof

the objective to be achieved, Staff must consider whether there is a reasonable altemative that

‘will sil meet the proposed objective - Le. which imolves ess isrusion. For exemple, his

could mean disclosure of individual pieces of commuications data or ofa subset of the bulk

certos data rather than ofthe whole bulk communications dataset

Fguivalentto a member of he Senior Civil Service.
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44.5 Before disclosing ary BCD, staff must take reasonable steps to ensure that she intended

wil main satisfactory arrangements for safeguardingthe

ity ofthe data and ensuring that itis securely handle, that they have received

surances from the intended recipient organisation with respect to sich

14.6 These conditions must be met for all disclosure, meluding between the Intelligence

Services and apply exually in making the decision to ditelowe an ectize BCD, 2 subset of

BCD, or an individual piece ofdata from the dataset”

ActionOn Process

65) Any dat shared with other organisations would be shered on the bass thet 1 must not he shared

beyond the recipient organisation unless explicitly agreed in advance, or approved through the

‘Aation-on process. Action ls a process which is usesby each ofthe STAR.

sigh

65) The Imerception of Communications Corsmssioner nas oversight and access o all SIA matensl

in elsuon to BCD compliance, including thet relating o sharing, For the avoidance of doubt, that,

would extend to any activity ofthe SIA, were it to take place, relating to DCD, including sharing

partnersor giving pariners remote access. See

a) MIS BCD Handling Arangemeres of November 2015, 585.40): “The Interception of

Communications Commissioner has oversight of (8) MISS arrangements in respect of

“acquisition, storage, access, and subsequent use, disclosure, retention and destruction”

(emphasis added), and

b) GCHO BCD Handling Arrangements of November 2015, 4464 Interception of

Communications Coxmicsioner ts responsible for overseeing [ste alia] disclosure. the

(on

Breaches ofsafesuards

67)ln the event that any of the SIAS" policies and safeguards in respect of sharing BCD were

reached, the relevant Agency would report ary such bresch to the Interception of

Communications Commussicner; investigate the breach, consider whether it remained lawful or
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68) Section 4.4 ofthe GCIIQ BCD Handling Arrangements which came ¿nto fo

appropriate to connue to share; if and to the extent chat any Agency ste hed comm!

breach in question, cossdetation would be given to discipinary proceedings.

acho

November 2015

addresses disclosure of BCD [2/8:35-86]

44.1 Where the resul of anlysing section 94 data are dislosed to partner or customer

organisations, his must be dono via standard Intelligence reporting mechanisms, which

essere that GCHQ intelligenceis released in a secure, accountebl and legally compliant

4.42 If disclosure ofa complet section $4 dataset, or a substental pat ef to a partner

xganistion 1 contemplate, whetherat GCHQ'S Cr the parer tive, the procedures

below must be flowed,

2.4.6 All request for suthonsaton to disclose must provide a persuasivo justcation for the

proposed disclosure, in

ts necessity and proportionality. ard

the intelligence bene itor other operational benett that is expected 10 accrus to GCHQ and

the UK from the disclosure

of the dataset: the name of any personal information

sarusvenes and sensitivity;

=the nature and extent of the disclosure would enel,

necessity and proportionality 0 Josue, including whether it is gen

necessary and proponionsse to disclose the whole dataset, or whether a subset wil

eed,

“whetherary caveatsot restrictions shouldbe applied, end

the receiving organisation's emengements for safeguarding, using and deleting the data —

GCI will seek addons! reassurance from the receiving organisation in this regard, if the

Authoriser deems itecessary.”

2
meet the

69) GCHQ operates onthe basis hat operational data ofany sort may enly be shared i i 1 necesseny

for one of GCILQS sttutory functions, and, as faras GCHQs intelligence gathering function is

concerned, in line wath the purposes for which that function can be exercise. This is

set out in GCHQS Compliance Guide. A! sharing is subject to complice with ll relevant legal

safeguards, and there is a requirement that reciplects must accord the material a level of

protection equivalent to GCHQ's own safeguards, The assessment of whether a partners

a



safeguards meet thie standard 15 a mater for she Mission Polley teams is parnendp with

deparimentel Jegel advisors and other specialist teams as appropriate, As 2 matter of policy

GCHQ applies the safeguards required by RIPA to all operational daca even if was not obtained

under RIPA power, so this is the standard that must be met. Sharing is also jet to policy

approval by an appropriately senior member of the Mission Policy team, unless an explicit

delegation of approval aurhenty has been made Polley approval may be subject to appropri

filteringor saisonof he data being appli to protect se ive material or equites.

70) The Compliance Guide makes clear hat, in e RIPA Interception of Communications

(Codeof Practice, particular consideration should be given in cases where confidential information

(which includes, inter alia, material that is ly pnvilegeé, and confidential journalistic

on) is mvelved. Special cave must be taken to ensure that the acqui

retention end dissemination of such material is necessary

ES + anal,

xed proportionate, This covers any

shaving of such data with pariners. Any sharing of BCD fn whele os in partis subject to formal

approval by Deputy Director Mission Policy who will ke Into account the potetil for such dera

to contain confidential informacion end ensure tht this is removed from the daa to the extent

possible (e. by the removal of paniculer Gelds from datasets) and will require the application of

adicional or mors stringent safeguards where appropriate,

71) Were GCHQ to share BCD with foreign lsiton or LEAS, then Would,

3) Follow she principles ard spproseh

polisyiguigan

ut in their respective Handling Arargements end

D) Take into account the nature ofthe BCD that was due 10 be disclosed,

6) Take into account the nstuceitemis ofthe bodyto which they were considering disclsi

aco

6) Take isto account the spproseh tn by any other SUAS who may have stared bulk data and

Dave regard to any protocol understanding tht the ether agencies may have sedifolowed.

8) Depending en the individual cirevmstance, seek assurances that the BCD in question we

bbe handled in eccontance with RIPA safeguards Le that it would be disclosed, copied,

distributed and retained only to the minimum extent necessary for the purposes of RIPA (in

the interests of National Security, for the purpose ofpreventing or detecting Se

fa the purpose of safeguarding the economie wellbeing of the UK.
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72) tn addition, were GCHQ to give líason parmers and/or lew enforcertent agencies remote 56655

to run queries to BCD, it would apply seZeguards which wosld put parmer arts on the seme

es ECHO analysts In particular, GCHQ wuld:

3) Requite analysis to have completed all relevant traning (including legalities taining), be

assessedas having suflcies analysis skills and to have al necessary ratirality and security

b) Requise all queries to be eecompanied by necesoly and proporionalty carements whic

©) Requise analysts to corply with GCHQ's Compliance Guide and other BCD policies and

safeguards concerning acces, retention and use (as set out in the Cross-SIA and GCHQ BCD

Handling Arangements);,

© Comply with the safeguards regarding the treatment of LPP and joumaluto material

addressed in the required tainingand the Compliance Guide

GCHQ policy on sharing BCD with industry parer

73) OCHO may share operational data with industry partners for the purpose of developing asd

testing new systems, Actual operational data would only be shared for such purposes

possible to use standardised corpuses of nen-operations! data.Any sharing would be of te

minimum volume of data necessary to develop or test the system. In al cases the data would be

the least intrusive dea that am serve the purpose. For tis reason any data know oF believed to

contain der daca that does not contain such
material would be used instead, Wherever posible data shaved with industry partners willbe eld

on OCHO premises, where most systems development takes place, fling thatthe deta must be

heldon secure and accredited corporate premisesin the UX. Al! sharing of data with industry is

recorded on a Raw Data Release Request form which must be completed by a member of GCHQ

who is sponsoring the activities ofthe industry partner, Ths form (which is used for certain other

forms ofdat sharing whichdo not invelve BCD) requiresthe sponsor to describo the purposeof

‘the sharing and tbe details ofthe data they wish to release. Ifthe dats isto leave GCHQ premises

they must specify where its to go, and how it willbe transferred. The form requiresthe sponsor

o detal the name, organisation and job tie ofthe individual who will tke responsibility forthe

ps, Bow many people atthe recent ongenisation se

it were not

éme on have access, for how Jong the

»



ata wil be recai and what will be done ve lt once the proj is completed, These requests

ate assessed within fission Polly team and may be escalated up to the Deputy Direc

‘Mission Policy where appropriate. Mission Polley will assess each proposal to ensure that the

beth necessary and proportionate, and may require modification of the request if there

8 abou: proporto

Security Service

74) Paragraphs 4.6.1 to 44.8 ofthe Securiy Service BCD Handling Arrangements which came into

{force in November 2015 address disclosure of BCD [57321-322]

“4.4 Authorisationof Disclosure

441 The disclosure ofBCD is carefully managedto ensue that it only takes place when itis

justified on he basis ofthe relevant statutory disclosure gateway. The disloss

BCD, or a subse, outside MIS may only be authonsedby the Home Secretary

(Offa in the Home Office.

Senior

4.42 Disclosure ofindividual items ofcommunteations data to persons outside MIS can only

de made ifthe following conditions are met

= The objective ofthe disclosure flls within MIS" statstony functions or is forthe additional

limsed purposes set out in sections 2(2X)end “(2X0) ofthe ISA 1994 and section 2(2Xa) of

the SSA 1989;

question in onder:o achieve that objec
~The disclosure is proponionate 19 he ebfecive;

On as much ofthe information will be disclosed as à necessary t achieveé objective.

4.43 In order to meet the ‘necessity’ requirement relation to disclosure, staff must be

said that disclosure of the communications data is “really needed” for the purpose of

discharging a stetutory function of that Agency. Staff must consider wheter there is à

seasceable altezative that wil still meet the proposed objective— ne, which involves less

istesien, For example, in cases where disclosure of BCD is contemplate, this cold mean.

sclesure of individzal pleces ofdats er ofa subset ofdata rather than ofwhole BCD

4444 The diselosure ofthe communications data must also be proportionate to the purpose

in queston. In order to mect the “proportional” reqzirement, staff must be sausfid thet the

leve of interference with the individual's right so privacy à justified by the besefit o the

discharge of MIS's statuiony furetions which is expected asa resul ofdisclosingte date and

the importanceofthe objective tobe achieved.

445 Before disclosing any communications data, staff must take reasonable steps to

that the intended recipient organisation has and will maintain sarsfactoy arrangements for

safeguarding the confidentiality of the dat and ensuring that its securely handle, or tha:

+ Equvaenstoa member ofthe Senjo Ci Service,
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15) Were the Secunty Service 10 share BCD with foreign fisc

they have received satisfectory assurances from ths Intended recipient organisation with

respect o such arrangements.

4.46 These conditions must be met forall disclosure, including between the Intelligence

Josue af an entre BCD, a subset ofthe datas, oran

+ fom targeted

4.47 Where dscosue ofan entire BCD (or a subset is contemplated un ati to the

regirin 4 1 above) bi is subject prior ema] arorsarin proceduresas wel as

to the requirements in 44.2445 that apply o discar of individu pieces of dca, Where

these reulremenss are met, en (pie to submission tos Home OffiseHome Secret)

the BCD is formally request y the questing aency om MIS doughan agreed shang

procedure wing thearorooritform. Le data smemanceteza is then reponsibie for
submiting hegogenonatofrm secking the approval of MS's Director General. Zhe

orar frm oulines to business cae submitedby the requesting agency, del the

dda requested. the neces and proponlonaliy cat for dluionre of that data and the

proposed dea handling arrangements.

4.448 Ifthe Director General is content, a submission wil be prepared forthe Home Office

andlor Home Secretary. Disclosure of the whole BCD (or subset thereof) is only permitisd

‘when this has been auhorised by the Home Secretary oe a Senior Official a the Home Ofte

(Once authorisation has been given, arrangements wil be made for the data o be disclosed to

Sci Service Poli on sharing BCD with foreignlngowLEAindustrypartners

EAs ot insu partners, then it

‘would only share ifstistied tht.

3) Such sharing was for one ofthe Security Service's story puspases, or one ofthe limited

MX)ofthe SecurityService Act 1989.ditional purposes set out

b) tls necessary to discloses information in ques sion im order to achievethat objective,

6) That the disclosure would be proportionatetothe objective;

4) That only as much of the information will be disclosed as is necessary to achieve that

objective
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$) As set out at $4.65of the So Service BCD Handling Arrangements, the Security Service

‘would also (a) tske reasonable steps to ensure that the aison partner has and will maintan

nls for safeguarding the confidentiel ofthe dts (including wu regard to

idols in the BPD) and ensuring,

ssusfactory arazgem

source protection and the protection ofthe privacy ofthe in

tha i iy handled, or (9) have received satisfactory assurances from ske lisison partner

swith respest to such arangemen

16) When deciding whether or not to share, and whether or not to impose conditions on sharing, and

fo what conditions,it would alo"

3) Take into accountthe approsch taken by any ctber SIAS who may have shared bulk data and

have regardto ny protocolstunderstandings that the other agencies may have used/followed

(sce, for instance, $869-73 above

wwe the Security Service mas.

6) Taks into account the nature ofthe BCD that was due tobe disclose

4) Follow the principles and approach set out in their Handling Arrangement and

policy/guidanes.
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